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PREVENTION

IS more economical than cure

Corrosion due to gaseous contaminants in the environment in data centers,
server rooms, control / DCS / switchgear rooms leads to sudden failure of
entire operations, and consequent high replacement cost.
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EDITORIAL

Which security pathdo
youwantto choose?

hat integration of multiple security solutions and

compliance have emerged as the top two challenges

in our security survey should come as not much

of a surprise to those tuned in. But even to the

practitioners it may look a little surprising that six out
of ten security leaders now report outside of IT organization.

A small part of that—like banking and insurance—may be
driven by specific mandate from the sectoral regulators but the
logic that prompts these regulators to go for such specification
applies to others too. There's an inherent conflict of interest
between business-aligned IT which wants to do things faster
and the risk-aligned security that wants to ensure that
everything is in place.

While the CISOs may complain about too much of compliance
related work, it is those compliance requirements that help
them achieve what they want to. The regulators assume the role
of the bad guy.

However, as many of the organizations have figured out,

While the CISOs may it is probably apt to divide the security roles into two - one
. operational IT security and one risk-based cyber security. | call
complam about too much it bi-modal security. Here, one set of security professionals

of Compliance related ensures that yvhat ngeds to be prote;ted is protected in thg best
S ‘ manner possible, while the other set is continuously scanning
WOFk, it is those compha nce for new threats, new challenges and are even willing to take on
requirements that help them the attackers in a combative role. Needless to. Say, the tvvov sets
_ of people need to be part of two teams. The first is essentially an
achieve what they want to. extension of IT; the second could be part of Risk.

The regulators assume the \Nh?le t.he ||n.e between the two may not be as sharp in many
organizations, informally, the roles are already getting separated.

role of the bad guy. As a security professional, you need to decide what track
. you want to pursue and acquire skills accordingly. More about
Shyamanuja Das this later.

Enjoy the survey findings.
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Integration & Compliance
top challenges for CISOs

Integration of multiple solutions and compliance are
identified as the top two challenges by the security leaders.
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COVERSTORY ®

According to the World Economic Forum’s Global
Risk Landscape 2018, part of its Global Risk
Report [GRR) 2018, both cyber-attacks and data
theft are two of the topmaost risks to the world
we are living in, ranking next only to extreme
weather events and natural disasters in terms of
likelihood. Cyber-attacks are also the 4th most

That pretty well explains why orga-
nizations are worried and want to do
something. That also explains why the
regulators are worried and want to
do something—which, in turn, means
asking the organizations to do those
‘extra’ things. Rapid digitization of
more and more functions, evapora-
tion of the boundary between digital
and physical (and increasingly biologi-
cal) means that these ‘somethings’
have to be done pretty fast.

All these, in a typical commercial
organization of some size, converge
at the desk of the head of information
security—often called Chief Informa-

tion Security Officer (CISO) these days.

The function itself is not new; the
brief is fairly new.

And it is fairly simply - it reads pro-
tect and comply. Yes, while the final
objective is ‘protect, ‘comply’is a very
significant independent objective. To
protect, you must do what is right. To
comply, you must also do what the
regulator thinks is right. Never mind,
the objectives are the same.

All that this not-so-comprehensive
survey asked CISOs are some simple
questions—their reporting, what they
spend time on, their involvement in

impactful risk.

purchase, their challenges—and to
complete, the deployment status of
various security solutions and their

expectation from the security vendors.

The survey asked
the CISOs the
scope of their
responsibility...
That could actually
give a clue to

how many, GDPR
actually matters.

This survey was conducted among
CISOs attending our annual CISO
Forum on a day that was an important
date in the recent lives of CISOs
worldwide—May 25, the day GDPR
kicked off.

Itis not trivia info. The survey asked
the CISOs the scope of their respon-

sibility—whether it is restricted to
India, to regional levels or global lev-
els. That could actually give a clue to
how many, GDPR actually matters.
The objective of the survey was to
simply get a little more insight into
the changing scope of a CISO's work.
While there is a significant change
over the years, to those tuned in,
many findings should not come a sur-
prise. For example, the fact that top
challenges identified by the CISOs are
integration of multiple solutions and
conforming to so many new regula-
tions. Now, who, in security commu-
nity would find it a ‘significant’ new
finding? Well, next time you converse
about it, you can use the data to sup-
port your point. That is about it.
Yet, there are some surprises.
If you are not surprised, tell us.
We know the CISOs' profiles within
organizations are rising. But even
then, it came as a surprise that
those reporting to people outside
IT organizations outnumber those
part of IT organizations by eighteen
percentage points! m

Let’s start with that.
READ OWN...
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Changing reporting structure reflects
changing priorities

That more security leaders now report to Corpo-
rate Risk or top management is, as compared to
just three years back, no surprise. But what the sur-
vey tells us is that more security leaders now report
to Corporate Risk or top management as compared
to those who report to IT. And that difference is
significant. This should leave no doubt in anyone’s
mind about the importance Indian organizations
have started giving to information security.

B COO
VP/GM-IT
H CTO/Head oof IT Infra/
Head of IT Operations
W CIO/Group CIO

B CEO/Managing Director/
President

B CFO/Finance Director/
Finance Controller

I Chief Risk Officer

18%

Who do
you report
to?

Source: CSO Forum 2018 CISO Survey

Scope of

responsibility

Source: CSO Forum 2018 CISO Survey

Well, not every regulation is for
everyone

Considering that compliance is now a major
responsibility of the CISOs; geographic scope is
becoming more and more important. For exam-
ple, this data shows that a maximum of 31% could
potentially be responsible for acting on GDPR,

as only their scope is global. We say maximum
because there may be many focused on North
America alone, for example!

M Single Company,India H Multiple Companies,

only Regional Internatioinal
W Multiple Companies, M Single Company, Global
India Only Scope
M Single Comapany, M Multiple Companies,
Regional International Global Scope

It's a lot more strategy now!

Almost one-fourth of the time is spent on making
security strategies. With operational security now
mostly part of IT teams and the information secu-
rity leader in the Corporate Risk team, this is but a
logical expectation.

M Security Strategy Education

Bl Technology Evaluation & M Vendor and Supplie
Selection Management

W Security Operation M Contracting &
Management Negotiation

M Security Training & H Other

Source: CSO Forum 2018 CISO Survey
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COVERSTORY ®

It hi f Despite security leaders moving into the Corporate Risk, most security
: S muc es_s o solutions are still decided and/or heavily influenced by them. They still
implementation work  evluate, even test solutions. Implementation is a different thing, though.

Involvement in Purchase

Recommend security solutions for purchase
Research & identifiy security solutions
Evaluate & test security solutions

Approve purchase of security solutions
Contract negotiations & renewal

Procure/purchase security solutions

Install and deploy security solutions

Source: CSO Forum 2018 CISO Survey
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Oh, I C [|nteg|-ation- Probably the clearest indicator of what security leaders are up to, this one

: should come as no surprise. While integration of multiple point solution to
Compliance] the make the defence more effective is something that remains the top challenge,
challenge compliance is right there at No 2. Will you be surprised if it moves to No 1?

Top Challenges for Security Leaders

Incomplete integration among security solutions

Need to support new standards or regulations 1.90
Cost & effort to upgrade

Quality of support 1.76

1.76

Lack of in house security skills

Cost of maintining existing security solution
Poor performance

Lack of scalability

Inadequate alignment of solutions with business needs

1

w

Ensuring business continuity

I
)
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N
—
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Not enough budget to ensure proper security governance

Source: CSO Forum 2018 CISO Survey
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Well, tech solutions are in place, by and large

Almost all tech solutions have more than 80% penetration. Yet, if the security mar-
ket is such a vibrant place, give the bad guys some credit. Also, a pertinent question
to ask - is the whole delivering a value that is greater than, equal to, or even less
than the sum of parts? The preceding chart - the challenges - can give you a clue!

50 [

40 [

30 |[—

20 |—

10 |

o L
o &

Deployment Status of Solutions

Source: CSO Forum 2018 CISO Survey
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Good delivery = not tall Actually, expectation from vendors is simple. Deliver what you say. Imple-
promises-expected ment, respond...and give some intelligence. The third point is becoming

stronger year after year. What was once a differentiation is now hygiene.
from vendors gery y v&

Top Expectations from Vendor

Expertise to implement relevant security
Rapid response, effective delivery
Provide intelligence& acctionable reports
Ensure proper security governance
Variety of deliver models

Consistently deliver agreed SLAs
Provide proactive advice on security
Wide assortment of solutions

innovative charging moddels

The right certificate

Handle legacy & existing technologies
Give credible customer references
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Sachin Shenvi
believes in Com-
munion with
nature.

rail Mix

NEXT100 Winner 2016 Sachin Shenvi,
Manager - IT, Mahindra & Mahindra,
shares his intense passion for trekking.
Besides, he also takes a keen interest in

social activities, for example helping out
underprivileged children.

“I took the one less travelled by, and that has made all the difference”
- Robert Frost

belong to Maharashtra, the land of King Shivaji,
“Do not follow where the path may lead. Go instead where there is no who is my idol. He did so much for the state,
path and leave a trail.” from building forts in plainlands to high alti-
- Ralph Waldo Emerson tudes. His trekking trails, especially in remote

and dangerous locations encouraged me to
“In every walk with nature, one receives far more than he seeks” take up this amazing activity.
- John Muir | actually started trekking in college and joined

a group called 'Student Welfare Academy'. They

“Because in the end, you don’t remember the time you spent working in not only help economically not-so-strong students,
the office or mowing your lawn. Climb that goddam mountain.” but also involve them in various physical activities
- Jack Kerouac and adventure sports. When | started getting more

10 | ITNEXT | JULY 2018



and more involved with them, |
gradually developed that passion
within me. Although I was doing
well and my family background
was financially sound, I still got
involved in their social activities
and trekking was an integral

part of it.

I usually did most of my trek-
king in the monsoon season and
my first trek with the academy
was in Bhimashankar in 1998.
The altitude of the place is 5,000
ft. l walked all the way up and
enjoyed the greenery and the
serene atmosphere.

However, my most challenging
trek was Kalsubai, the highest
and the steepest peak in Maha-
rashtra. | successfully trekked
up and this was a real achieve-
ment for me.

Trekking helps me come
closer to real nature. It takes me
to an entirely different world. It
helps me completely forget the
outside world, the daily stress
and also helps me communion
with the beauty of nature. More-
over, it actually helps one's body
and is a perfect exercise. For
instance, patients with asthma
can benefit from trekking in the
long run, as it can make their
lungs strong.

Last but not least, my advice
to people interested in trekking
is that if one can manage to
climb up a mountain and just
look around, the feeling he/she
will sense is simply amazing!

One should just feel, experi-

Sachin Shenvi

EXTRACURRICULAR H

NEXT100 Winner 2016 Management Studies as well
Sachin Shenvi is currently as Diploma in Engineering
working as Manager - IT and Technology. He has

in Mahindra & Mahindra. also done his certification
He has done his PG in Harvard Manage Mentor
Diploma and Diploma in from Harvard University.

Inspired by
Shivaji, Sachin
follows his trail.

ence and enjoy nature closely, rather than sitting at home and doing
nothing. Once a person starts such kind of activity, he/she is bound
to receive a different kind of pleasure. Also, more than money, one
should take care of one's health and trekking is the perfect tonic to
stay fit and active! Being fit will automatically help in one’s profes-
sional and personal life and so everything is linked.

So, just go foritl Trek on! m

As told to Dipanjan Mitra, Team ITNEXT
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Facebook Crisis And
Network Security In India

Currently in India, there is no data protection policy or any
government policy around it

By Anshuman Singh

UK based political data analytics firm, Cambridge

Analytica allegedly sourced the data of around

80-90 million Facebook users illegally without their

knowledge and consent and used it during Donald

Trump's presidential campaign. They allegedly started
collecting the data in 2014 and used it to form political campaigns
and influence voter opinion. Facebook claimed that the users

12 | ITNEXT | JULY 2018



were duped by a researcher who
originally got the data through a quiz
app hosted on Facebook. However,
Facebook's then malfunctioning
design allowed this app to not just
collect personal information of people
who agreed to take the survey, but
also the personal information of all
the people in those users’ Facebook
social network. This caused huge
uproar not only in the US but also
globally. While many deleted their
Facebook accounts, everyone else
became deeply skeptical about not
just Facebook but also online security
and data privacy in general.

Cambridge Analytica was doing
a lot of number crunching to
understand user behavior and
preferences, which is very normal,
but what caught people’s attention
is that it was allegedly influencing
people’s behavior. People are not too
careful about what they are posting
on social media, what they like on it
and if somebody has that data, they
can predict your behavioral choices,
political leanings, religious leanings
and other important factors. The
other scary part was that if you are
leaning towards their views, they will
Create more campaigns and content
that strengthens your views and
if not, they will try to influence
your views.

Currently in India, there is no
data protection policy or any
government policy around it.
There should be a way to enforce
best practices of data collection,
retention and disposal; otherwise
it becomes an easy prey not just
for hackers but also unscrupulous
organizations. Organizations are
not bound to secure your data in
any way. For example, there are lots
of government services for which
we can pay online, like water bill,
electricity bill, etc. In that case, I am
providing my information, and it is the
government service provider's duty
to keep my data secured and not use
my data in any malicious way. While
the government service providers
may not be selling data but many

private companies may be doing that,
we need to be careful about the kind
of information we put online. They

People are
not too
careful about
what they
are posting

on social
media... and
if somebody
has that data,

they can
predict your

behavioral

choices...

OPINION

should also be careful about it. In
Europe, General Data Protection
Regulation (GDPR) policies went

into effect from, 25 May 2018,

which has put a framework on how
data should be secured, retained,
utilized and disposed. Deleting old
data is an important aspect of the
regulation. The European Union (EU)
regulation has strict data regulation
rules. Each individual has the right
to go to an organization and ask the
organization to delete his/her data.
They are bound by law to delete the
data within a stipulated time. If you
are not compliant, penalties are very
high. The presence of a similar law in
India will bring a lot of trust back into
online transactions.

Itis also very important for most
businesses to keep their customer’s
data secure. Say, you are an online
e-commerce company. You will have
customer data, which needs to be
kept securely. The other aspect
is that after data is stored, you
need to ensure that your database
is encrypted. There are other
threats like encryption malware.
Organizations will have all business
data and if a ransomware hits and
collects the data, it can cause grave
consequences. That is where storage
backups come into the picture.

The Facebook-Cambridge
Analytica crisis has taught the world
a huge lesson that at any point we
cannot be casual about our online
data and we are not yet in a fully
secure state. It is rumored and there
is no proof that data was used to
swing the elections and if that is
true it is a big thing. If it was done
by a third party, it is even worse.

We also need to be aware about
certain things when online, like giving
permission to apps to access our
profile. It seems fun but can cause
huge damages. Another thing is
distinguishing between real and fake
info and we need to be careful in
this aspect. m

The author is Senior Director - Product
Management at Barracuda Networks
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Majority Of
Organizations llI-

Equipped To Manage
Third-Party Risk

Over 70% organizations do not have
adequate knowledge or required visibility
into third-party outsourced relationships

By Sachin Paranjape

o company can function

as anisland and as our

eco system broadens it

typically deals with many

entities like customers,
partners, affiliates and others. When
organized together these entities
form what we term as the “extended
enterprise” which is closer to the core
of business than ever before. Organi-
zations that step up to the challenge
of developing programs to better
manage this risk can elevate their
position in the market by unleashing
with confidence the reach, expertise
and relationships that third parties
can bring.

Third party risk management has
to become a top-of-mind priority for
organizations. In this respect, our
recent (third) annual EERM (Extended
Enterprise Risk Management) survey,
based on 975 responses from a vari-

14 | ITNEXT | JULY 2018

ety of organizations across 15 coun-
tries of Asia Pacific, Americas, Europe,
Middle East and Africa region, has
highlighted some interesting findings.
70% of organizations in India recog-
nize an increase in risk but remain
ill-equipped to deal with it because of
inadequate or absolutely no knowl-
edge of sub-contractors engaged

by their third parties. In fact, 14% of
the respondents in the survey stated
that third party-outsourced relation-
ships are not identified, monitored or
reviewed at all.

Companies today have to rely on
relationships that are multiple and
third party in nature, and typically
outsourced. These are like outliers
on the risk periphery - even for orga-
nizations that place strong focus on
risk. Our survey report highlights the
below key areas where organizations
could benefit from further effort:

¢ Controlling heightened risk:
Dependence on third parties contin-
ues to grow, with over 70% of Indian
respondents stating that their depen-
dence on extended enterprise has
grown owing to business and macro-
economic conditions. Impact of
external events (42%) and increasing
threat of their party related incidents
and disruptions were the two most
dominant factors contributing to the
perception of heightened risk in the
extended enterprise.

e Enhanced board engagement:
Board oversight and engagement with
EERM programs continues to lag. At a
global level, 78% of organizations sug-
gest that the Chief Executive Officer
(CEQ), Chief Financial Officer (CFO),
Chief Procurement Officer (CPO),
CRO, or a member of the Board is ulti-
mately accountable for this. In India,
this decision rests with the Chief Pro-
curement or the Risk Officer. Boards
in India are making relatively slow
progress on this matter whereby 57%
of the respondents suggested that
their boards merely have a moderate
level of understanding and engage-
ment on this subject.

¢ Technology platforms: In
keeping with the trend of increased
centralized oversight of EERM activi-
ties, technology decisions are now
being taken more centrally and stan-
dard tiered technology architecture
is emerging. Less than 10% of our
global respondents in our survey are
currently using bespoke systems for
EERM, a sharp drop from just over
20% last year.

e Sub-contractor risk: Organiza-
tions lack appropriate visibility of
sub-contractors engaged by their third-
parties as well as the discipline and
rigor to frequently monitor such fourth/
fifth parties. 57% of survey respon-
dents feel they do not have adequate
knowledge and appropriate visibility of
sub-contractors engaged by their third-
parties and a further 21% are unsure
of their oversight practices. m

The author is Sachin Paranjape, Partner,
Deloitte India



INSIGHT

Majority Of [TDMs
Say Compliance
Worries Restrict Their
Cloud Usage: Survey

63% felt the need to use multiple
infrastructure management tools was also
a hugely restricting factor in their use of
multiple cloud vendors

ITDMs limit their use of the cloud because of the
O complexity of managing regulatory compliance,
O according to a study by WinMagic. A quarter (24%)
said, it meant as a result, they only work with a single

cloud vendor in their infrastructure, rather than exploit the benefits of a multi-
cloud environment, such as cost effectiveness, flexibility, reliability, security and
avoiding vendor lock-in.

Hands tied by management tools
The survey, which included ITDMs in Germany, India, the UK and US, also noted

that 63% felt the need to use multiple
infrastructure management tools was
also a hugely restricting factor in their
use of multiple cloud vendors.

Looking specifically at managing
security compliance across the
enterprise, over a quarter (28%)
stated they would “not be completely
confident” IT systems met all the
required processes and standards if
an audit was called “today”. 7% went
as far as to say there was “a high risk
of them failing.”

Good security compliance
benefits highlighted
On the positive-side, platform-
agnostic management tools that
enable enterprises to implement
solid security and compliance
policies across on-premises and
cloud providers are bringing proven
benefits. ITDMs reported a number of
benefits in terms of efficiency and cost
savings:
m 63% improved the efficiency of their
systems
m 57% now had enforced compliance
across the infrastructure
m 56% say they are more secure
m 32% have made measurable cost
savings
m 30% believe their risk exposure
is lower
“The benefits of good security
management tools are clear in the
survey, but the pain caused by poor
tools even more so, with companies
restricted on their infrastructure
choices and placed at greater risk of
regulatory fines,” said Mark Hickman,
Chief Operating Officer at WinMagic.
“But poor security compliance is
so much more dangerous, putting
company data at risk of data breaches,
both accidental and through theft, by
hackers or even employees. WinMagic
SecureDoc CloudVM offers a common
platform with less complexity, more
flexibility and that is highly secure
on the widest range of virtualized
and cloud environments, freeing
ITDMs to pursue a multi-cloud mixed
infrastructure and all the benefits that
come with it."m
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India Inc Envisages GDPR
As The Next Big Business
Opportunity

71% Indian enterprises say GDPR will help bring a sense
of privacy in business and innovation in ideas

Indian

O enter-
O prises say

Global

Data Privacy Regulation (GDPR) will
help bring a sense of privacy in busi-
ness and innovation in ideas, accord-
ing to a recent survey conducted by
Deloitte Touche Tohmatsu India LLP
(DTTILLP or Deloitte India or Deloitte)
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in alliance with Data Security Council
of India (DSCI).

The joint study reaffirms, organiza-
tions that are GDPR ready will gain a
competitive advantage, as they will
be able to use personal data in their
innovations and digitization, helping
provide better delivery to their clients
through the following measures:

m Provide better customer experi-

ences (60%)
m Enhance productivity of internal
operations (54%)
m Personalization of product & ser-
vices deliveries (47%)
m Creation of new products and ser-
vices (46%)
In addition, particularly small &
mid-size EU companies would open
up for business possibilities to Indian



firms, given the ease of data transfer
between organizations.

With respect to sectors, [T/BPM,
Health, Ecommerce, Manufacturing
and Pharma are the five frontrunners
of the GDPR readiness journey.

Commenting on the survey launch
Vishal Jain, Partner, Deloitte India said,
“Digital transformation and advanced
technologies have enabled enter-
prises to enhance customer experi-
ence. This requires a fair balance
between data privacy and accessibility.

GDPR brings in a renewed focus on
data privacy. While this is a new com-
pliance imperative, it also provides a
competitive advantage to businesses.
In fact, our survey findings also infer
that GDPR can be the new business
opportunity for Indian firms.

The need of the hour for India Inc
is to develop a strategic roadmap of
adoption for this policy that is trans-
parent and further allows them to
build the next layer of customer trust.”

Rama Vedashree, CEO, DSCI said
“EU has been a key geography for
Indian IT and has been servicing cus-
tomers across several verticals includ-
ing public sector.”

Innovations in global services deliv-
ery models, best in class processes
and standardization, attention to data
protection has kept India’s IT growth
story flying high. Scaling its people,
process maturity and harnessing
technology solutions for rigorous
implementation has enabled driving
conformance to data protection regu-
lations in various geographies. Given
EU GDPR, and impending India’s Data
Protection Law, stepping up focus on
Data protection practices and capa-
bility building, is a key imperative to
satisfy expectations of customers and
consumers.

The joint survey from Deloitte and
DSClis an effort to analyse the cur-
rent state of preparedness of Indian
organizations basis the requirements
mandated by the European Union's
(EU) General Data Protection Regula-
tion (GDPR).

m According to the survey in India,
even as 28% of the small organiza-

tions are yet to initiate their journey
towards GDPR, 71% of survey respon-
dents expressed that this regulation
will help bring a sense of privacy in
business and innovation in ideas.

m Out of the organizations that have
taken action for GDPR readiness, 80%
have conducted general awareness
campaigns for all their relevant stake-
holders to identify their processes,
which access personal or sensitive
data.

m While Right to Data Portability,
Right to Erasure and Right to Restric-
tion of Processing were recognised as
most challenging data subject rights,
62% of respondents felt avoiding legal

& contractual liabilities, fines & penal-
ties as the biggest motivator for com-
pliance followed by the need to get a
competitive edge.

m The report also notes that IT/BPM
sector was the most responsive sector
in terms of taking any steps towards
GDPR readiness with 84% of IT organi-
zations having started readiness jour-
ney. This was followed by health and

INSIGHT

E-commerce sectors with 81% and
80% organizations respectively initiat-
ing their process.

As a step forward, this survey laid
emphasis on the need for a dedicated
privacy team and a Data Protection
officer (DPO) as their absence may
pose a problem for organizations
once the regulations for data privacy
of various countries broaden after the
enforcement of GDPR. This team would
set the ground for Data Protection
Impact Assessment (DPIA) that would
help organizations identify, assess, and
mitigate or minimize privacy risks with
data processing activities.

Furthermore, it suggest that it is

important for Indian organizations,
especially Business Process Manage-
ment (BPM) organizations, call centres
and Business Process Outsourcing
(BPO) organizations, to assess their
role under GDPR as that of a Data
Controller (DC), Data processor (DP) or
both, since regulatory requirements
for a Data Controller may vary from
those for a Data Processor..m
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State of Martech 2018

Data analytics and artificial intelligence have brought about
sweeping changes in the marketing technology landscape.
We share here insights from Walker Sands Communications'
State of Marketing Technology 2018 report

f one business function is changing

dramatically because of the rapid strides in

data analytics and artificial intelligence, then

it is marketing. Technology has changed not

just the effectiveness, but also the scope and
accountability in marketing.

So, how are marketers using technology?
Walker Sands Communications’ State of Marketing
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Technology 2018 report, prepared in association
with Chiefmartech.com provides insights into the
state of affairs in marketing technology (martech).

The big message: with a lot of niche players,
marketing technologies (martech) are seeing a
significant pace of innovation. Despite updating
their martech stack at least once every six
months, marketers still struggle to keep pace with
the rate of technology change.

“Most marketing organizations still cannot
implement solutions at the same rate that the
technology evolves, or in pace with their own
hopes for the future,” says the report.

However, marketers are sensitized about this
and hence assess their martech stacks at far
regular intervals than they used to do a year back.

Here are some topline findings:

m Marketers have rejected the “set it and forget
it” philosophy. 52% of marketers assess their
martech stacks at least every six months.

m Marketing organizations will increase
their martech budgets. 65% of marketing
organizations say they plan to increase their
spend on martech in the next year.

m Marketing organizations can't keep up with the
rate of martech innovation. 63% of marketers
feel the martech landscape has evolved rapidly
or at light speed in the last year, while only 28%
feel the same about their company's use of
martech.

m The future of marketing requires both
technology and creativity. 56% of marketers
believe an equal mix of creativity and technology
will drive marketing strategies five years from
now.

Now, into some more detailed look at the

findings:

m Every three out of four marketers say they add
to their organization's marketing technology
stack in one year or less. It is almost continuous
upgradation.

m When the pace of change is so fast, there is a
need to holistically take a stock as frequently
as possible. Again, 76% say they do it at least
once a year.

m Yet, most feel they are failing to match the pace
of evolution in martech

m Needless to say, most are upping their martech
budgets

m But most are confident of their skill levels

m [0T is first among equals when it comes to
adoption among emerging technologies

m Video marketing seems to be the hot new
application that will get deployed this year but
there are many more...m
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Chart 1: How often does your company add new tools
to its marketing technology stack?

Periodicity of Martech Updates

Every Every Everysix ~ Oncea Everytwo We never
week month months year years  implement
Martech

Data source: State of Marketing Technology 2018 by Walker Sands

Chart 2: How often does your company assess its
marketing technology stack holistically?

Periodicity of Holistic Assessing

24%24%
17%
11% 9%
6%

Weekly ~ Monthly  Every Once Every More  We never
Six a two than  implement
months year years two Martech

years

Data source: State of Marketing Technology 2018 by Walker Sands
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Chart 3: How do you feel marketing technology stack
has evolved in the last three years? How do you feel your
company's use of marketing tech has evolved in the last

three years?

Evolution and Usage of Maretch

48%

31%
28%

15%

8%

Has not Has Has grown Has Has
evolved evolved steadily evolved evolved at
atall slightly rapidly light speed

[ How do you feel your
company's use of
marketing tech has evolved
in the last three years?

[ How do you feel
marketing technology
stack has evolved in the
last three years?

Data source: State of Marketing Technology 2018 by Walker Sands

Chart 4: How do you expect you company's martech budget
and investment to change in 2018 as compared to 20177

Company's Martech Budget in 2018 as
Compared to 2017

48%

30%

17%

4%
1%
Decrease Decreae Stay the Increase Increase
greatly slightly same slightly greatly

Data source: State of Marketing Technology 2018 by Walker Sands

Chart 5: Which of these statements best describes how your skills line up with the
technology needs in your marketing department?

Personal Skill Assessment

| am missing the tech skills
required for my current role

I have adequate tech skills for my
current role

| have exceptional tech skills
that can be leveraged across
departments

Data source: State of Marketing Technology 2018 by Walker Sands
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Chart 6: At what stage of implementation is your company with the following technology as part of your marketing strategy?

State of Emerging Technologies Adoption by Marketers

Data: Walker Sands State of Martech 2018

Email marketing

Content marketing

Customer relationship management (CRM)
Social media marketing

Analytics

Web content and experience management (CMS/WCM)
Search marketing

Marketing automation/campaign management
Customer data platform (CDP)

Data management platform (DMP)

Mobile marketing

Loyalty marketing

Optimization and personalization

Ecommerce

Video marketing

Marketing resource management (MRM)
Digital asset management (DAM)

Ad tech (display, programmatic, etc.)

Sales automation and enablement
Performance and attribution

Account-based marketing (ABM)

Integration (iPaaS), data integration or tag management
Internet of Things (IoT)

Virtual reality

Artificial Intelligence (Al)/Machine Learning
Augmented reality

Blockchain

Chatbots

Data: Walker Sands State of Martech 2018

Fully implemented
Partially implemented
Just getting started
Abandoned

Plan to implement

No plans to implement

Technologies (circles
marked with numbers)

1. Artificial Intelligence/
Machine Learning

2. Chatbots
3. VR/AR

4. Blockchain
5. 1oT

Chart 7

Martech: What's In, What's Getting In?

40 2% 29
25% 38% 37%
25% 27% 48%
33% 43%
20 69%
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Majority Of Digital Workers Say
Their CIOs Are Unaware Of Their
Technology Needs: Gartner

According to Gartner, less than 50% of workers (both
IT and non-IT) believe their CIOs are aware of digital
technology problems that affect them

s many IT workers develop greater technology skills

and apply them to advance their careers, many digital

workers in non-IT departments believe their CIO is out

of touch with their technology needs. According to

Gartner, less than 50% of workers (both IT and non-IT)
believe their CIOs are aware of digital technology problems that
affect them.

The survey further revealed that European workers said that
their CIO is more aware of technical challenges (58%) than U.S.
workers believe they are (41%).

“Non-IT workers aren't likely to use the IT help desk as their
first source of assistance, and are less likely to believe in the value
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of their IT organization,” said Whit
Andrews, vice president and distin-
guished analyst at Gartner. “Only
one in five non-IT workers would ask
their IT department to supply best
practices for employing technology.”

The survey also revealed that
millennials were less likely to
approach IT support teams through
conventional means. About 53% of
surveyed millennials outside the IT
department said that one of their
first three ways to solve a problem
with digital technology would be to
look for an answer on the internet.

Non-IT workers were overall
more likely than IT workers to
express dissatisfaction with the
technologies supplied for their
work. IT workers express greater
satisfaction with their work devices
than do workers outside IT depart-
ments. Only 41% of non-IT workers
felt very or completely satisfied with
their work devices, compared to
59% of surveyed IT workers.

“Many IT departments will be
more successful if they are able
to provide what workers say they
need, and provide inspiration so
they can increase the workforce's
digital dexterity,” Andrews added.

INSIGHT

The survey revealed that millennials
were less likely to approach IT support
teams through conventional means...one
of the first three ways to solve a problem
with digital technology would be to look
for an answer on the internet.

IT Workers Feel More
Confident
IT workers feel more confident than
non-IT workers at using digital tech-
nology. The survey found that 32% of
IT workers characterized themselves
as experts in the digital technologies
they use in the workplace. Just 7% of
non-IT workers felt the same. “While
we expect IT people to feel more con-
fident with digital technologies, these
findings highlight how hard it is to help
non-IT workers feel as digitally dexter-
ous as IT workers do,” said Andrews.
67% of non-IT workers feel that
their organization does not take
advantage of their digital skills. “Orga-
nizations seeking to mature and
expand their digital workplaces will

Figure 1. The Shape of Workers’ Days

How Much Workers Interact With Workplace Applications

= Al least once a day = Al leas weekly - Never

® Training!
rD Peesonal

30 40 50

Percentage of Respondents

Source: Gartner (June2018)

find that expanding digital dexterity
will accelerate this across the organi-
zation,” added Andrews.

Digital Technology Satisfies
72% of Digital Workers

About three in four digital workers
either somewhat agree (48%) or
strongly agree (24%) that the digital
technology their organization provides
enables them to accomplish their
work.

The most common types of work-
place application used by survey
respondents were real-time messag-
ing (58%), sharing tools (55%), and
workplace social media (52%) (see
Figure 1).

However, significant distinctions
exist in the workplace. “Millennial
digital workers are more inclined than
older age groups are to use workplace
applications and devices that are
not provided by their organization,
whether they are tolerated or not,”
said Andrews. “They also have stron-
ger opinions about the collaboration
tools they select for themselves. They
are more likely to indicate they should
be allowed to use whatever social
media they prefer for work purposes.”

In addition, relative to the total
workforce, a larger proportion of mil-
lennials consider the applications they
use in their personal lives to be more
useful than those they are given at
work. “Our survey found that 26% of
workers between the ages of 18 and
24 use unapproved applications to
collaborate with other workers, com-
pared with just 10% of those aged
between 55 and 74, Andrews said.m
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Are Indian organizations
planning data lakes?

A lot of them are exploring, even as some large banks
like SBI and Bank of Baroda go for it. But unlike many
analysts, the Indian IT leaders do not take a skeptical
view of data lakes

hen you search for
data lake on Google,
the first suggestion
that is thrown up is—
are data lakes fake
news? That could give you an idea the
extent to which the opinion is divided
on data lake’s utility—or the lack of it.
Data lake is probably the only
trending technology proposition that
has so many staunch critics, many
questioning the concept itself, even as
most vendors advocate it. While some
question the mindless roll out—while
agreeing that it has got some value
proposition for some companies, if
done right, others reject it outright.
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By Shyamanuja Das

Data lakes are supposed to be
large stores of data that could and
must store everything, unlike data
warehouses where a large amount of
data may be rejected. The structuring
of the data is pre-defined. So, data
lakes are usually designed to support
all data types and all users—the end-
users who want immediate analysis,
the analysts who want to find out what
they could do with it to add value to
business and those who want to take
decisions based on data, with a
broad/vague (depending on which
side of the line you stand) idea that
the whole is better than the sum
of parts.

The guiding principle of data lakes
is that no data should go waste just
because at any particular time you
do not know its utility or do not have
the capability to draw any meaningful
insight from it. Sounds like an advice
given by a senior to an intern not so
enthused by the mundane task at
hand? Well, it is just the beginning (no
pun intended).

What kind of organizations should
go for data lakes? Of course, those
that have a lot of data and have the
capability to execute it successfully.

If the second condition sounds
recursive, it just points to this—wet
your feet or just keep aside.



Current set-up: More than
two-third IT leaders said
they have a centralized
data warehouse. A
significant number—one
in flve—said they have no
data warehouse.

[l Wedonothave adata
warehouse

[ We have a centralized data
warehouse

We have data warehouses in
each of the SBUs

Source: 9.9 Group Research

Setting up data lakes:

A majority are exploring
the option and that is not
surprising

Yes, we have already invested
(building it or operational)

[l Yes, we have decided on
the plans (in RFP/vendor
selection phase)

[ VYes, we have a definite
mandate but yet to finalize
plans

[ Yes, we are actively exploring
[l Opentoexplore
M No, no plans in near future

Source: 9.9 Group Research

Objective: Simplifying
management of data
emerged as the top reason
why ClOs want to roll out
data lakes, according to
our research.

Simplify management of data
Get insights from data better

Facilitate use of data
across co

Save cost

Create a single place for
storing data

Source: 9.9 Group Research

What out of the following statements best
describes your organization set-up?

4

Are you going for a data lake?

What out of this best describes your

reason for going for a data lake?

28%

28%

8%

e°
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Data Lakes in India

In India, the big data lake that State

Bank of India—one of the world's

largest banks by employees and

branches—is building has been in news
for some time. SBl listed the following
among its key objectives behind build-
ing a data lake:

m Application of advanced techniques
like Machine Learning within fraud
and risk to improve models and allow
acceleration towards more real-time
analysis and alerting.

m Strong, observable and benchmarked
business returns (not just cost take-
out) in the broader market.

m To manage explosive growth of data,
a solution that will help manage
compliance mandates, integrate data
governance, etc. “The Data Lake at SBI
is expected to serve as a converged
regulatory and risk data hub.”

m To be able to handle large volume of
real time data in possible future loT
based applications.

m Ability to do any analysis at any time
ad hoc.

m Optimize total cost of operations for
data management, organization, ana-
lytics and enable it to streamline data
driven decisions.

The five specific areas where it wanted

its data lake partner to help were in

defining a data lake strategy, defining
data lake architecture, benefit realiza-
tion, defining a path for data lake's evo-
lution, promoting its usage within the
bank and in avoiding common pitfalls.

Bank of Baroda too came with an RFP

for its data lake rollout.

Simplifying data management

is key

We decided to probe Indian IT leaders

on their stance towards data lakes. We

asked them three simple questions:

m What is their current organizational
data set-up?

m If they want to go for data lakes?

m [f they do, then what is the top driver?

In short, the jury is still out on when and

how data lakes would pan out in India.

One thing, however, is clear. Indian IT

leaders do not buy the skepticism about

data centers. They are optimistic m
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GDPR: Privacy Policies Of
Online Platforms Have
Significant Gaps

BEUC (European Consumer Organization) research
suggests Al can help close that gap

he current privacy policies of online platforms and
services still have a significant margin for improve-
ment when it comes to meeting the standards put
forward by the European General Data Protec-
tion Regulations (GDPR), even after more than a
month of the regulations kicking in, according to a research
by the European Consumer Organization BEUC (or Bureau
Européen des Unions de Consommateurs) and research-
ers from the European University Institute in Florence. The
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researchers also released a study

about how Artificial Intelligence can

help scan and analyse privacy policies.

According to a statement by BEUC,
none of the 14 online platforms anal-
ysed by the researchers came close to
meeting the requirements.

“Unsatisfactory treatment of the
information requirements; large
amounts of sentences employing
vague langue; and an alarming num-
ber of “problematic” clauses cannot
be deemed satisfactory,” the organiza-
tion said.

Google, Facebook (and Instagram),
Amazon, Apple, Microsoft, WhatsApp,
Twitter, Uber, AirBnB, Booking.com,
Skyscanner, Netflix, Steam and Epic
Games were the online platforms
whose privacy policies were analysed
by the researchers.

Based on this analysis, the uni-
versity researchers are training an
automated evaluator of privacy
policies, called CLAUDETTE—short for
Automated CLAUse DETeCTER. The
goal is that this Artificial Intelligence
tool will be able to automatically scan
companies’ privacy policies and detect
clauses that potentially fail to meet
GDPR requirements.

In total, all the policies amounted
to 3,659 sentences (80,398 words).

Of these, 401 sentences (11.0%) were

marked as containing unclear lan-

guage, and 1,240 (33.9%) contained

“potentially problematic” clauses or

clauses providing “insufficient”

information.

The identified problems include:

m Not providing all the information
which is required under the GDPR's
transparency obligations. For exam-
ple, companies do not always inform
users properly regarding the third
parties with whom they share or get
data from.

m Processing of personal data not hap-
pening according to GDPR require-
ments. For instance, a clause stating
that the user agrees to the com-
pany’s privacy policy by simply using
its website.

m Policies are formulated using vague
and unclear language—such as
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“may”, “might”, “some”, “often”, and
“possible”—which makes it very hard
for consumers to understand the
actual content of the policy and how
their data is used in practice.
BEUC will inform the European Data
Protection Board about these findings.

The Method
The CLAUDETTE project has been
established in order to attempt auto-
mating the legal analysis of terms of
service and privacy policies of online
platforms and services.

The researchers developed a web
crawler that monitors the privacy
policies of a list of online services.

INSIGHT

The data retrieved by the crawler

is then processed using supervised
machine learning technology. They
implemented a Support Vector
Machine-based classifier trained on
the data set annotated by experts
following a set of defined guidelines.
Such a data set contains over 3500
sentences taken from 14 privacy poli-
cies. The accuracy of the classifier was
evaluated using a standard leave-one-
document-out procedure, showing
encouraging precision/recall in several
sub- tasks. The analysis indicates that
the task of identifying problematic
clauses in this kind of documents is in
principle automatable. An extended
data set is under construction, whose
purpose is to improve the accuracy of
the classification results. The expert
annotations can be visualized using a
standard browser at the CLAUDETTE
GDPR web site, http://www.claudette.
eu/gdpr/

The web crawler checks for updates
in the list of monitored services every
night. If any of these services has been
updated (i.e., its text appears to be dif-
ferent from the day before), then the
machine learning system is automati-
cally called to process the new docu-
ment, and results are updated on
the server.

BEUC is an umbrella consumers
group, based in Brussels, Belgium.

It brings together 43 European con-
sumer organisations from 32 coun-
tries (EU, EEA and applicant countries).

BEUC represents its members and
defends the interests of consumers
in the decision process of the Institu-
tions of the European Union, acting
as the “consumer voice in Europe”.
The organisation is funded by an EU
grant, its member fees and other
specific projects.

The full report, CLAUDETTE meets
GDPR: Automating the Evaluation of
Privacy Policies using Artificial Intel-
ligence, can be accessed in the BEUC
website. The report gives a detailed
analysis of platforms, some of the
clauses where the gaps are and why
they are deemed as gaps, based on
specific requirements of GDPR.m
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Has Tata Motors just
taken a step towards the
‘dlatform’ future?

By acquiring a stake in a tech-leveraged trucks
aggregator, Tata Motors shows that it is willing to invest
in learning the rules of the emerging business models

By Shyamanuja Das

ata Motors recently announced that it has
picked up a 26% stake in TruckEasy, a tech-based
freight aggregator owned by Loginomics Tech-
nologies Solutions Limited, a Bangalore based
logistics company.
A 26% stake in a small start-up is a very small incident in
the life of a USD 45 billion giant. Yet, this seemingly small
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step by India’s third largest company
could well prove to be a giant leap

for the large manufacturing companies
that want to adjust to the new

digital regime.

Be under no confusion. It is not
yet another investment in a start-up
with promise. The investment was not
made by RNT Capital Advisors, Ratan
Tata's investment firm. Neither was it
done by Tata Sons.

It was, as the company said in its
release, a “strategic investment” by
Tata Motors, through its wholly owned
subsidiary Tata Motors Finance
Holdings

Why is it important?

Truckkasy was formed in 2015 in Ben-
galuru by three entrepreneurs’ - Nikhil
Thomas, Vikram Kodgi and Avinash
Achar. The company provides services
for the transporting needs of busi-
nesses, using a tech based platform
like Uber where users can book the
trucks for transportation. At present, it
provides its services within Bangalore
and one of the stated reasons for this
investment is to help it expand its busi-
ness to other cities within India.

From Tata Motor's point of view,
the investment is significant because
it points to Tata Motors' acknowledge-
ment of a shift in value creation equa-
tion in its business. In a traditional
company, value is created upstream
and pushed downstream to consum-
ersin a linear fashion. Platform guru
Sangeet Paul Choudary calls these
companies pipe companies.

But companies like Uber and Airbnb
that operate ‘platforms’ ‘allow partici-
pants to co-create and exchange value
with each other,’ explains Choudary,
co-author of Platform Revolution: How
networked markets are transforming
the economy and how to make them
work for you and author of Platform
Scale: How an emerging business
model helps start-ups build large
empires with minimum investment

This changes the very design of the
business model. While pipes created
and pushed value out to consumers,
platforms allow external producers

INSIGHT

Be under no confusion. Itis
not just another investment
in a startup with promise...

It was, as the company says
in its release, a “strategic
investment” by Tata Motors
through its...subsidiary...

and consumers to exchange value
with each other.

TruckEasy which brings transporters
and businesses together on a tech-
enabled Uber-like platform can pro-
vide valuable learning to Tata Motors
on how the model operates.

Tata Motor acknowledges as much.
“This strategic investment in TruckEasy
will provide Tata Motors an insight into
the rapidly growing technology-driven
transformation in the freight logistics
space,” says the company statement.

“The data analytics provided by
TruckEasy will be further used for
research and development thereby
allowing for better customization of
product specifications in line with mar-
ket requirements,” says Tata Motors,
in its statement. “We can give deeper
insights into the SCV usage pattern
with our vehicle data analytics,” says
Thomas, CEO of TruckEasy.

Data, of course, is the most impor-
tant component of the platform
model. “Data is the new dollar,”
says Choudary.

There are three value creators in
this arrangement. First is, Tata Motor's
insights into the dynamics of the logis-
tics industries—the stated objective.
Second is, its learning into the new
emerging model of interactions-based
platform model and finally, the data.

Theoretically, there is another.
Tata Motors could scale the plat-
form to get into the logistics game
in a bigger way. But that looks a dis-
tant possibility. Tatas had got out of
the business a couple of years back
by selling off their transportation
company, Drive India (DIESL).

That does not mean that it would
never go back to the business. If it
does, the learning from TruckEasy
would come in handy. But the pres-
ent platform of TruckEasy may be
too small and too narrowly focused
to scale it up.

For the time being, though,
both Tata Motors and TruckEasy
are willing to talk about only the
immediate priorities. “The driver
community will be more confident
on the aggregation business
with Tata’s entry,” says Thomas.
Through this investment from Tata
Motors, TruckEasy will be able to
access our wide network to grow
the supply side and also to expand
to multiple locations country
wide,” says Girish Wagh, President,
Commercial Vehicles Business Unit
(CVBU), Tata Motors.

This investment may be begin-
ning of a new era for Tata Motors
in particular and the logistics and
automotive industries in generalm
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Hospitality Industry Under
Seige From Botnets: Report

Bot-driven credential abuse, DDoS attacks have
continued to rise while leveraging new techniques to
overwhelm web-facing systems

ybersecurity defenders face
increasing threats from
organizations in the form
of bot-based credential
abuse targeting the hospi-

report released by Akamai Technolo-
gies. Analysis of current cyberattack
trends for the six month period from
November 2017 through April 2018
reveals the importance of maintaining
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tality industry and advanced distrib-
uted denial of service (DDoS) attacks,
according to the Summer 2018 State
of the Internet/Security: Web Attack
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agility not only by security teams, but
also by developers, network operators
and service providers in order to miti-
gate new threats.




Hospitality Industry vs Bots:
Analysis of Fraud Attempts
The use of bots to abuse stolen cre-
dentials continues to be a major risk
for Internet-driven businesses, but
data from this report reveals that the
hospitality industry experiences many
more credential abuse attacks than
other sectors.

Akamai researchers analyzed nearly
112 billion bot requests and 3.9 billion
malicious login attempts that targeted
sites in this industry including airlines,
cruise lines and hotels among others.
Nearly 40% of the traffic seen across
hotel and travel sites is classified as
“impersonators of known browsers”,
which is a known vector for fraud.

Geographic analysis of attack traffic
origination reveals that Russia, China
and Indonesia were major sources of
credential abuse for the travel indus-
try during the period covered by the
report, directing about half of their
credential abuse activity at hotels,
cruise lines, airlines, and travel sites.
Attack traffic origination against the
hospitality and travel industry from
China and Russia combined was three
times the amount of attacks originat-
ing in the US.

“These countries have historically
been large centers for cyberattacks,
but the attractiveness of the hospital-
ity industry appears to have made it a
significant target for hackers to carry
out bot-driven fraud,” said Martin
McKeay, Senior Security Advocate,
Akamai and senior editor of the State
of the Internet/Security report.

The Rise of Advanced DDoS
Attacks Highlights Need for
Security Adaptability
While simple volumetric DDoS attacks
continued to be the most common
method used to attack organizations
globally, other techniques have contin-
ued to appear. For this edition of the
report, Akamai researchers identified
and tracked advanced techniques that
show the influence of intelligent, adap-
tive enemies who change tactics to
overcome the defenses in their way.
One of the attacks in the report

INSIGHT

Geographical analysis of attack
traffic reveals that Russia, China
and Indonesia were major
sources of credential abuse for
the travel industry during the
period covered by the report

came from a group that coordinated
their attacks over group chats on
STEAM and IRC. Rather than using a
botnet of devices infected with mal-
ware to follow hacker commands,
these attacks were carried out by a
group of human volunteers. Another
notable attack overwhelmed the
target's DNS server with bursts last-
ing several minutes instead of using
a sustained attack against the target
directly. This added to the difficulty of
mitigating the attack due to the sen-
sitivity of DNS servers, which allows
outside computers to find them on
the Internet. The burst system also
increased difficulty by fatiguing the
defenders over a long period of time.
“Both of these attack types illustrate
how attackers are always adapting to
new defenses to carry out their nefari-
ous activities,” said McKeay. “These
attacks, coupled with the record-
breaking 1.35 Tbps memcached

attacks from earlier this year, should

serve as a not-so-gentle reminder that

the security community can never
grow complacent.”

The key findings from Akamai's
Summer 2018 State of the Internet/
Security: Web Attack report include:

m Akamai measured a 16% increase
in the number of DDoS attacks
recorded since last year.

m The largest DDoS attack of the year
set a new record at 1.35 Tbps by
using the memcached reflector
attack.

m Researchers identified a 4% increase
in reflection-based DDoS attacks
since last year.

m There was a 38% increase in applica-
tion-layer attacks such as SQL injec-
tion or cross-site scripting.

m In April, the Dutch National High
Tech Crime Unit took down a mali-
cious DDoS-for-hire website with
136,000 users.m
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INTERVIEW

“Organizations Need To Train
Their Employees In Good
Operational Security”

Keith Martin, Asia Pacific Head and Corporate Business, F-Secure
shares his perspectives on cybersecurity

Cybersecurity spending is

higher than it's ever been
- an estimated USD 96 billion
this year. Where do you think
organizations are investing
the most?

Companies continue to invest the

lion's share of their cybersecurity
spend in the more “traditional” areas,
such as antivirus software, firewalls,
and monitoring. However, although
the overall percentage is still relatively
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low, some newer categories, such as
endpoint detection and response, as
well as vulnerability assessment, are
growing at a faster rate than the more
traditional types of protection, and we
will see them consume an even
greater percentage of the spend in
the future.

Do you finally see
organizations turning
cybersecurity/security into

a strategic asset in the
organization?

Unfortunately, | don't believe

his shift in mindset has become
very commonplace yet, although it
should be. Using the strength of
your security as a competitive
differentiator can definitely add
value to your business and therefore
should be seen as contributing to
your profit, and not simply viewed as
a cost to be minimized.



There’s a lot going on

around cybersecurity
and data protection these
days, so it's a fantastic set of
topics. What are some of the
concerns you're hearing from
your APAC customers
on GDPR?

here is still a lot of confusion and

uncertainty regarding GDPR.
Companies really need to clearly
understand if this affects their
business and, if so, ensure that they
have taken the necessary steps to
comply with these regulations. GDPR is
not only about cybersecurity but also
about ensuring that the personal
information you have on your systems
is sufficiently protected. This is
something every company should take
seriously, regardless of whether they
are impacted by GDPR or not.

GDPR will force everyone

to raise the bar in terms
of security and functionality.
How do you think
organizations can balance
both?
uAs our chief research officer Mikko

Hypponen has said, “Complexity is
the enemy of security.” The more
complicated we make our systems, the
more difficult they are to use and
maintain; the more likely they are to be
insecure. As an example, one of the
data leaks that occurred within the
government of Japan happened for
exactly this reason. A system that was
too cumbersome to use as designed
led one user to move datain a
spreadsheet to another machine in
order to complete their work more
efficiently. Unfortunately, that machine
was not on the secure network and
eventually got compromised. This is a
good lesson for ensuring that we don't
forget that sometimes the simple
solution is both easier to use and more
secure at the same time.

According to your recent

ransomware report,
WannaCry is the family behind
May 2017's global ransomware

pandemic, which is now
recognized as the largest
ransomware outbreak in
history. How can we avoid
such attacks from recurring
in the future?
he best way to avoid

ransomware is to use reputable
antivirus software, preferably one that
includes heuristic analysis in addition
to a standard signature-based
detection engine, and to keep all of
your PC software up-to-date with the
latest patches and updates. The
WannaCry outbreak was enabled by

“The more
complicated we
make our systems,
the more difficult
they are to use and
maintain; the more
likely they are to
be insecure...the
simple solution is
both easier to use
and more secure...”

Keith Martin,
Asia-Pacific Head & Corporate
Business, F-Secure

the fact that while there was a
Windows patch that would have
prevented infection, those 200,000
machines that got infected had not
taken the care to keep their systems
up-to-date. Finally, be sure to have a
backup of your data just in case. If your
data is backed up, even in the worst-
case scenario of a ransomware
infection, you can still restore your
data from the backup.

What were some of the
other important insights

INTERVIEW W

that came from F-Secure’s
Ransomware report?

One interesting trend is the shift

by criminals from ransomware
to cryptojacking as a way to make
money from their victims.
Cryptojacking, rather than encrypting
your files and extorting money from
you to have them decrypted, involves
installing malicious code on your PC
that will steal CPU power and
bandwidth with which the criminals
will mine cryptocurrencies in the
background. This trend has been
fueled by the recent bubble we are
seeing in the value of various virtual
currencies, such as Bitcoin, making
the mining of coins by using the
victim's computer resources an
attractive alternative to ransomware.

Just about everybody

gets endpoint security
wrong in one way or
another. What best practices
do you recommend for
CISOs/organizations to
ensure that their loose ends
are protected?

Apart from the standard

recommendations of ensuring
that all systems are fully patched and
up-to-date, and using reputable
antivirus software on your
endpoints, | think it is critical that you
train your people in good
operational security. Most targeted
attacks these days start with a
phishing email, which are alarmingly
effective at getting an employee to
voluntarily divulge their login
credentials. F-Secure’s own white hat
hackers, who regularly do red
teaming security assessments,
frequently gain a foothold inside the
target organization by devising a
phishing attack that can easily trick
the employees into giving up their
login credentials. Using a training
solution to provide employees with a
greater understanding of the
dangers, as well as giving meaningful
practice in spotting such attacks
goes a long way towards making
your company's infrastructure safer m
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India’'s Proposed Al
Strategy: High On Planning,
Low On Ambition

The strategy may, however, give a boost to the industry
in the short run

By Shyamanuja Das

he country that leads in artificial intelligence (Al) will rule the world, Rus-
sian president Vladimir Putin had famously remarked a few months
back. It is no surprise major countries are all formulating their national
Al strategies.
While UK, Japan, France, EU and UAE have come out with their Al
strategies, Singapore has launched a national program called Al Singapore under
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the National Research Foundation, a
unit of the Prime Minister's Office.

However, it is the Chinese govern-
ment's three-year development plan
for Al, released in July 2017—with more
detailed agenda fleshed out in Decem-
ber that year—that has taken the world
by storm. Not only has the middle king-
dom clear targets about what it wants
to achieve—it has not kept its ambition
hidden—it is also nothing less than 'to
lead the world". Though US is still way
ahead in Al, China has proven in the
past that it means what it says and no
one is taking its announcement lightly.

India is the latest to join the party.
Earlier this month, India’s Niti Aayog
released a 115-page discussion paper
on National Strategy for Artificial Intel-
ligence (#AIforAll).

The industry—including software
and services industry association
NASSCOM—has welcomed it
wholeheartedly.

That is not surprising considering
thereis alotin it for the industry. Itis a
fairly detailed low-level plan. Take, for
example, the two-tiered research struc-
ture, in which the application oriented
research is envisaged to be in partner-
ship with the private industry.

Similarly, there are a lot of initiatives
aimed at creating capacity—some-
thing the industry badly needs. In fact,
addressing the skills gap may be the
single-most important fallout of the
strategy, if implemented properly.

In addition, the cloud platform that
the government plans to set up will
also see massive tech investments.

All these—coupled with detailed
sectoral application plans—will create
immense business opportunity for
the industries in the short to medium
run. The web of myriad government
projects and programs will have a mul-
tiplier effect on the industry.

Why India’s proposed strategy
lacks punch...

Despite getting into so much of
detailed planning, the strategy is not a
game changer. There's no clear goal;
there's no clear positioning either. It
has neither the ambition of China nor
the will to effectively cope with the

socio-economic changes emanating
from Al, as planned by EU’s Al policy.

Of course, it is a discussion paper
and not a policy statement or stated
strategy. “The purpose of this paper
is to lay the groundwork for evolving
the National Strategy for Artificial Intel-
ligence,” says Niti Aayog CEO Amitabh
Kant in the introduction.

If that is true, it reveals the govern-
ment's thinking on the approach it
wants to take.

Here are the three reasons |
think the strategy document lacks
punch:

It lacks ambition. Not all ambitions
get fulfilled; that does not mean one
should not have ambitions. Look at

FEATURE ®

not we use this opportunity to break
away from/disrupt the T&M based IT
services and create a completely new
opportunity for ourselves? You do not
need a major policy intervention for
Indian IT services companies to start
making money from Al. Availability of
skilled people will only accelerate that.
But is the goal ambitious enough for a
nation like ours?

It lacks clear goals. The entire docu-
ment has a lot of detailing on what
should be ‘done’; very little targets
about what will be ‘achieved'. Apart
from ‘leading the world’, China puts a
number to the Al opportunity. In India,
there is no target even for specific
plans outlined in the strategy docu-

The strategy is not a game
changer. There's no clear goal...
It has neither the ambition of
China nor the will to effectively

China’s policy; while its clear ambition
is to lead the world', India’s Al strategy
paper talks of becoming a ‘garage’ for
the developing world. That, by itself,
may not be such a bad thing. It will
generate enough revenues and keep
rolling our body-based services
industry.

But if anything, that is a low-hanging
fruit and should tactically be tapped for
the short run. Some small government
intervention may be required to accel-
erate that but how can it be a topline
goal in a national Al strategy?

Should not we aim for more? Should

cope with the

socio-economic
changes
emanating from Al

ment, let alone a big overall target.

There's no result orientation;
and that may lead to clear lack of
accountability.

It ignores negative social impact
aspect completely. This is the most
visible exclusion from the policy. As a
liberal democracy, India cannot just
close its eyes to negative impact of any
new technological—or for that matter,
any—change.

In European Union's communica-
tion on Al for Europe, itis included as
one of the three topline objectives—
prepare for socio-economic changes
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Strategy Paper on Al: Highlights

The framework that the document proposes for developing a long-term national Al
strategy has ‘three distinct, yet inter-related’ components. They are:

» Opportunity: the economic impact of Al for India
+ Al for Greater Good: social development and inclusive growth

* Al Garage for 40% of the world: solution provider of choice for the emerging and
developing economies (ex-China) across the globe

It then takes a sectoral approach of how Al can create value for sectors like health-
care, agriculure, smart mobllity, retail, manufacturing, energy, smart cities and edu-
cation & skilling. Five out of these—healthcare, agriculture, education, smart cities
& infrastruture and smart mobiliy & transportation—have been identified by Niti
Aayog as focus sectors.

Like most national strategies, it has proposed strengthening research, building skills
and accelerating adoption as priority sectors. The paper has proposed a two-tiered
structure to address India’s Al research aspirations—Centre of Research Excellence
(CORE) focused on core research in Al and International Centers of Transforma-
tional Al (ICTAI) in collaboration with private sector, to take up research on Al appli-
cations. Further, it proposes establishment of an umbrella organization, Centre for
Studies on Technological Sustainability (CSTS), to address issues relating to 'access
to finance, social sustainablity and the global competitiveness of the technologies
devetoped.

It also proposes building a market place, National Al Marketplace (NAIM) for facilitat-
ing collaboration, and enhancing access to Al solutions leading to ease of adoption
and efficiency. It also proposes a cloud-based Al research, analytics and knowledge
assimilation platform (AIRAWAT). Just in case you wonder, Airawat is the name of
the mount of Indra, the king of gods, according to Hindu mythology. It is a white
elephant.

The document just touches the ethics aspect of Al, mostly dealing with privacy is-
sues. While there is some passing mention of ethical Al, it completely ignores the
social impact of Al, even though it is the principle focus of many such policies, such
as those of EU and UK.

brought about by Al by encouraging
the modernisation of education and
training systems, nurturing talent,
anticipating changes in the labour

market, supporting labour market tran-
sitions and adaptation of social protec-

tion systems.
While Indian strategy talks of mak-
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ing positive social impact through Al,
it completely ignores this aspect—of
negative impact on jobs.

Similarly, when it comes to ethics
and privacy, there’s nothing concrete

about ethics in Al research or Al appli-

cations. The entire section is almost
dedicated to privacy issues.

While a lot of government attention
and investment will surely give a fillip to
the industry, as a nation, we could real-
istically aim to achieve more. What is
more, without clear objectives, we may
just lose the way.

If you do not know where you are
going, any road will get you there. m
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