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EDITORIAL

he futureis Al, but...

he future belongs to Al, a transformative technology

reshaping how organizations work worldwide. The

growing interest in Al is underscored by our State

of Enterprise Technology Survey, whose findings
are highlighted in the cover story of this edition. Al's role in
enhancing process automation, boosting productivity, and
empowering organizations to innovate and unlock new rev-
enue opportunities is undeniable and inspiring.

Yet, it risks eroding trust—a concern echoed by many
enterprises and IT leaders, including you.Establishing clear
guidelines and regulations for Al use, especially in sensitive
sectors like healthcare and finance, is crucial for building con-
fidence among users and stakeholders.

The rise of Generative Al, the latest category of Al, has
democratized the technology, showcasing its vast potential to
a broader audience.

We're only at the dawn of what Al can achieve. Neverthe-
less, for businesses and leaders, choosing the appropriate
technology poses a significant challenge in scaling Al deploy-

While the future ments. Furthermore, Al demands substantial computing

. . power to deliver quality outcomes. A CIO colleague, despite
u ndenla bly hi ﬂges on recognizing Al's potential, mentioned his struggle to efficiently
A|, orga nizations must run Al-driven applications within his existing data centers and

. cloud infrastructure.

procee_d Ca UUOUSW_ d ﬂd The selection of algorithms, cited by 46% of respondents
Strateg|cally to maximize in our survey, critically influences performance, accuracy, and

its im pact computational demands. Therefore, it's crucial to undertake

algorithm evaluation, experimentation, and monitoring to
detect potential biases, errors, and model drift.

Incorporating Al into current workflows demands acquir-
ing fresh skill sets and undergoing comprehensive training
to wield these tools adeptly. Concerns have been expressed
about the potential overdependence on Al systems, which
could diminish creativity and critical thinking skills in forth-
coming generations.

While the future undeniably hinges on Al, proceeding with
a sense of responsibility and strategic planning is essential to
maximize its impact. Organizations must strive for increased
productivity while recognizing the intrinsic value of human
intelligence and intuition. m

Jatinder Singh
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Build-to-Suit ata Centres:

Cap/taLand

The Best Answer
to Your Data Centre

The strategic advantages of
build-to-suit data centres are
crucial in solving enterprises' data
centre infrastructure challenges,
according to CapitalLand

Data Centre.

4 | ITNEXT | JANUARY-FEBRUARY 2024

he digital economy's evolution, driven by a surge

in cloud computing, artificial intelligence, and

machine learning, has pushed organisations to

expand their data centre capabilities to meet

increasing performance, flexibility, and security

demands. However, the challenge is that traditional data cen-

tre solutions often need help to keep up, leading enterprises
to explore new options.

One solution to this challenge is build-to-suit data centres,

which enable the swift deployment of fully functional facili-



ties tailored to a tenant's needs, including power, cooling, and
connectivity. The build-to-suit data centre model provides
infrastructure solutions customised for the unique demands
of modern businesses.

This model facilitates scalable growth aligned with the
business's development, presenting a transparent cost struc-
ture. As companies face the challenges of data management
and infrastructure scalability, build-to-suit data centres prove
to be an effective solution. They offer customisable, scalable,
and efficient infrastructure options, giving businesses the
agility and control to navigate the ever-changing digital land-
scape effectively.

Here are the strategic benefits of build-to-suit data cen-
tres, highlighting their role in addressing today's enterprise
data centre challenges.

Customization and scalability

Build-to-suit (BTS) data centres offer tailored solutions that
can be precisely customised to meet enterprises' unique
needs and growth requirements. Unlike traditional data cen-
tre options, which may have space, power, and cooling limita-
tions, build-to-suit facilities provide the flexibility to design
and deploy infrastructure that aligns perfectly with your
organisation's objectives.

With build-to-suit data centres, enterprises can choose
their facilities' location, size, layout, and specifications,
ensuring that every aspect of the infrastructure is optimized
to support their operations effectively. Whether it's a high-
density computing environment, specialised cooling sys-
tems, or stringent security measures, build-to-suit facilities
can accommodate diverse requirements and accommodate
future growth seamlessly.

Moreover, the scalability inherent in build-to-suit data
centres allows businesses to scale their IT resources dynami-
cally as their operations expand. Whether adding more serv-
ers, storage capacity, or networking equipment, build-to-suit
facilities can adapt to evolving demands without significant
modifications or disruptions. This scalability ensures busi-
nesses can stay agile and responsive to changing market con-
ditions while maintaining optimal performance and efficiency.

Cost-effectiveness
Build-to-suit data centres offer cost-effective solutions com-
pared to traditional options by allowing businesses to optimise
theirinfrastructure investments and avoid over-provisioning.
Companies can precisely match their needs through tailored
infrastructure design, avoiding unnecessary resource expen-
ditures. This efficient resource allocation and the ability to
scale dynamically minimize upfront capital expenditures and
ensure optimal resource utilization.

Furthermore, build-to-suit facilities can reduce opera-
tional costs by incorporating energy-efficient technolo-
gies and customizable security measures. Unlike traditional

Advertorial

options with vendor lock-in, build-to-suit data centres provide
greater control over infrastructure and vendor relationships,
enabling businesses to negotiate favourable terms and avoid
unnecessary expenses.

Speed-to-market

Build-to-suit data centres offer a significant advantage by
expediting infrastructure deployment, allowing enterprises
to swiftly adapt to evolving business needs and technological
advancements. With customisation integrated from the out-
set, there's no need for extensive retrofitting or adjustments,
which streamlines the deployment process.

Coupled with streamlined processes and dedicated
resources, build-to-suit facilities empower organisations to
accelerate their time-to-market, providing them with a crucial
competitive edge within their respective industries.

Enhanced control and security

Build-to-suit data centres offer a tailored infrastructure that
meets and exceeds specific security needs, particularly for
organisations that handle sensitive information.

These specialized data centres allow organizations to
meticulously design and implement their IT infrastructure
in a manner that ensures adherence to relevant regulations.
This includes deploying advanced security measures such
as robust access controls, end-to-end data encryption, and
comprehensive audit trails. These features are instrumental
in preserving data integrity and safequarding against unau-
thorised access to sensitive information. By customising their
data centre environment, organisations can create a fortress
around their data, significantly reducing the risk of data
breaches and ensuring that privacy standards are maintained.

By taking control of their data governance, organisations
can significantly mitigate risks associated with data manage-
ment, enhance data integrity, and maintain a steadfast com-
mitment to requlatory compliance.

Integration with hybrid and multi-cloud
strategies
Build-to-suit data centres are built with interoperability in
mind, allowing businesses to integrate seamlessly with vari-
ous cloud platforms and services. This enables enterprises
to leverage the best-of-breed solutions from multiple cloud
providers while maintaining compatibility and interoperability
across their IT ecosystem. Whether it's infrastructure-as-a-
service(laaS), platform-as-a-service (PaaS), or software-as-a-
service(SaaS), build-to-suit data centres provide the flexibility
and agility needed to support diverse IT architectures.
Build-to-suit data centres often feature robust networking
capabilities, including high-speed interconnects and
redundant connectivity options. This allows organisations to
establish seamless connections between their on-premises
infrastructure, private cloud environments, and public
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cloud providers. Organizations
can ensure low-latency access
and high-bandwidth connectivity
across their hybrid and multi-
cloud deployments by leveraging
dedicated network links and
direct connections.

Future-proofing
investments
These data centres are built with
an eye toward future advance-
ments in technology and infra-
structure standards, ensuring that
organizations can leverage their
infrastructure effectively for years
without needing costly upgrades
or migrations.

Many enterprises have success-
fully leveraged build-to-suit data centres to address their data
centre dilemmas, showcasing tangible benefits and outcomes.

Support for technological innovations and
sustainability

Integrating edge computing and artificial intelligence (Al) into
build-to-suite data centres marks a significant advancementin
optimizing operational efficiency, reliability, and performance.

Al implementation within data centres further enhances
operations. Al algorithms optimise resource allocation, fore-
cast equipment failures, and boost energy efficiency. Machine
learning models analyze equipment behaviour patterns, fore-
see maintenance needs, and proactively address potential
issues, minimising downtime and extending hardware lifespan.

These facilities prioritize environmental sustainability
through green energy solutions like solar panels and wind
turbines, energy-efficient cooling systems, and innovative
server configurations.

Moreover, robust disaster recovery capabilities ensure
swift emergency restoration, including backup generators,
secondary data storage, and redundant network connec-
tions. Advanced monitoring tools pre-emptively identify and
resolve potential issues, ensuring continuous uptime and
operational stability.

The key considerations

According to Surajit Chatterjee, Managing Director, Data
Centres India, CapitaLand Investment, a thorough analysis
of the return on investment (ROI)and long-term value propo-
sition of build-to-suit data centres is essential for decision-
making. Businesses must assess the total cost of ownership
(TCO), which encompasses the initial capital expenditure
and ongoing operational expenses over the data centre's
lifecycle. By comparing TCO with potential savings and rev-

6 | ITNEXT | JANUARY-FEBRUARY 2024

Unlike traditional
data center options,
which may have space,
power, and cooling

limitations, build-to-suit
facilities provide the
flexibility to design and
deploy infrastructure
that aligns perfectly
with organization's
objectives.

enue generation opportunities,
organizations can determine the
financial viability of investing in
build-to-suit infrastructure.

Operational efficiency is
another crucial consideration.
Build-to-suit data centres are
designed to optimize resource
utilization, streamline processes,
and enhance overall operational
efficiency. Factors such as
energy efficiency, scalability, and
flexibility contribute to reducing
operational costs and improv-
ing productivity. Businesses can
better understand its impact on
their bottom line by analysing the
potential efficiency gains and cost
savings associated with build-to-
suit infrastructure. Furthermore, alignment with strategic
business objectives is essential. Build-to-suit data centres
should support the organisation's long-term goals, whether
expanding market reach, enhancing customer experience,
or driving innovation.

Intoday's rapidly evolving digital landscape, the significance
of having a data centre tailored to your business needs can-
not be overstated. As enterprises navigate the complexities
of the modern digital economy, the one-size-fits-all approach
often falls short of meeting businesses' diverse and evolving
requirements. Recognizing this challenge, CapitaLand Data
Centre (CLDC) offers Build-to-Suit (BTS) data centre services
designed to precisely align with each client's unique needs.

CLDC's expertise lies in crafting data centre solutions
that are not only tailored but also seamlessly integrated
into the fabric of your business operations. Leveraging
CapitaLand's extensive global real estate network, CLDC
ensures that every aspect of your data centre, from its
location to its infrastructure, is meticulously curated to meet
your specific requirements.

With CLDC's BTS data centre services, businesses canrest
assured that their needs are in capable hands. Our commit-
ment to excellence and unparalleled industry expertise make
us the ideal partner for companies looking to thrive in the digi-
tal age. So why settle for a one-size-fits-all solution when you
can have a tailor-made data centre for your business? m

Contact us at demarketing@capitaland.com or

visit us at website www.capitalanddc.com
to consult and experience the difference firsthand.
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The trust challenge in the
age of Al

So far, there hasn't been a perfect way for Al systems
to reach human-level intelligence, which leads to concerns
about trusting Al.

By Jatinder Singh
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icture a future where your Al

buddy is always there, ready

to chat, provide guidance,

and solve your problems

around the clock. You trust
the model entirely, just like your friend
and a well wisher.

But one day, someone with mali-
cious intentions tricks your Al buddy
into creating harmful content by
manipulating its data. Despite this, you
remain unaware and continue to trust
your Al buddy. Sounds unsettling,
doesn'tit? It could potentially do more
harm than good. But this is the direc-
tion we are heading!

There is little doubt that Al is
swiftly changing the way we work and
impacting how organizations function.
While it undoubtedly adds the neces-
sary element of intelligence to auto-
mate processes, improve productivity,
and assist organizations in innovating
and generating new revenue streams,
it also risks undermining trust. This
significant concern could potentially
threaten the future.

To date, there has yet to be a fool-
proof mechanism that could enable
Al systems to match the intelligence
of human beings. Take, for example,
driverless cars, which are touted as
the next breakthrough in the era of
Al. Instances worldwide have shown
Al-enabled automated cars repeat-
edly failing to navigate situations
adeptly without human intervention.
One notable incident involved a GM
Cruise self-driving car in the US, which
collided with a pedestrian who had
already been struck by another vehi-
cle, prompting the suspension of its
autonomous operations and ensuing
legal actions.

According to a recent IBM report
titled “Building trust in Al,” which
draws insights from conversations
with 30 Al scientists and thought
leaders, establishing trust in Al neces-
sitates substantial efforts to imbue it
with moral sensibilities, operate with
complete transparency, and offer
education about the opportunities
it presents for both businesses and
consumers. They emphasize that this

endeavor must be a collaborative
effort spanning scientific disciplines,
industries, and governmental bodies.

Moreover, another challenge
emerges with the advent of Genera-
tive Al. Traditional approaches to Al
development are now supplemented
by this new form, introducing further
complexities. If the launch of Yahoo! in
1994 and Google in 1998 made infor-
mation search on the web easy and
universally accessible, the launch of
ChatGPT in November 2022 opened
up an altogether new way of access-
ing information, and in the years to
come, it may cause Generation Alpha
to almost forget what web search was
all about. This change is inevitable and
enhances intuitiveness.

But that's not the real problem! The
real challenge lies in whether these
new LLM models will build the trust
that conventional search engines

NEWS & VIEWS |

might have earned over the decades.
Fake information and misinforma-
tion are one of the biggest concerns
growing with Al-generated content.
As threat actors continue to evolve
and gain the ability to create text that
mimics human writing, it becomes a
monumental task for organizations
to ensure that the LLMs they have
deployed are fair, transparent, and
ethically sound for building trust
among users.

In addition to the above, the pro-
liferation of manipulation and deep-
fakes makes it extremely difficult to
discern fiction from reality. While
establishing clear guidelines and regu-
lations around the use of Al, particu-
larly in sensitive areas like healthcare
and finance, is essential for fostering
trust among users and stakeholders,
Al as a technology is outpacing the
legal and regulatory framework and,
hence, requires constant evolution.

“One of the significant challenges
for generative Al is its struggle to rep-
licate the human touch or empathy,”
noted Prof. Toby Walsh in a discussion
with CIO&Leader. This aspect distin-
guishes human-to-human interactions
from machine-to-human engage-
ments, presenting both a challenge
and untapped potential.

“The future is unpredictable,”
remarked Dr. Pavan Duggal, a leading
advocate in cyberlaw. “While Al has
pushed the boundaries of innova-
tion and productivity, the absence of
appropriate policies and governance
models could lead to numerous chal-
lenges and legal issues that erode
trust,” he emphasized in a recent
interaction with CIO&L.

As experts and governments
debate what trustworthy Al should
encompass, achieving a global con-
sensus still needs to be achieved.
However, as the next generation
increasingly relies on Al for daily tasks,
we stand on the threshold of an
Al-driven era similar to digital trans-
formation. It is imperative that we pro-
actively address associated challenges
and establish trustworthy models
before this era entirely unfolds. m
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n the ever-evolving landscape of Indian enterprise tech,

the shift to digital has become a top priority. The impetus
for this transformation gained momentum during the
pandemic as businesses adapted to new ways of operating.
In the post-disruption era, businesses are strategically

adopting innovative tools

and tech to enhance engagement,

productivity, and customer satisfaction.

Our cover story for January 2024 is based
on the CIO&Leader research report, ‘State
of Enterprise IT in India’. It explores the
enterprise technology landscape. With
insights from over 300 IT decision-makers,
it is a valuable barometer of the technol-
ogy trends shaping Indian organizations.
From Cloud Infrastructure and Security to

Data Analytics and Artificial Intelligence (Al),

our research, conducted between July and
September 2023, provides
a 360-degree view of tech-
nology deployment, chal-
lenges, and future plans.

The report explores
everything—from the
impact of Al to the endur-
ing use of on-premise
solutions, despite the
clamor for the cloud. Key
takeaways highlight a con-
sensus on the importance
of Al but reveal a readi-
ness gap. Cloud strategies
continue to be impacted
by security concerns and
skill shortages.

More than just data, our report mirrors

the dreams and challenges of Indian enter-

prises in the digital age. It aims to forecast
the trajectory of Indian enterprise IT, draw-
ing insights from top ClOs and CTOs of
leading businesses. It sheds light on how

organizations are leveraging cutting-edge
technologies to drive innovation, enhance
operational efficiency, and remain competi-
tive. Specifically, the report provides insights
into the adoption of Cloud solutions, the
state of security in organizations, the utiliza-
tion of data and analytics, and the integra-
tion of Al to impact business outcomes.

By highlighting the key insights gathered
from IT decision-makers, the report offers

O

Key takeaways highlight a consensus

on the importance of Al but reveal

a readiness gap. Cloud strategies
continue to be impacted by security
concerns and skill shortages.

actionable intelligence to businesses, tech-
nology providers, policymakers, and other
stakeholders. The insights will enable a
better understanding of the current IT land-
scape, identify opportunities, and address
challenges in adopting and implementing
specific technologies.

JANUARY-FEBRUARY 2024 | ITNEXT | 11
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The insights gleaned from the minds
that shape and steer IT strategies
will help businesses make informed
choices in the quest for technology-led
transformational capabilities. We thank
all IT leaders who participated in this
research study, patiently answering a
series of surveys—and revealing their
views, perceptions, and opinions.

INDIAN BUSINESSES
GEARING UP FOR Al
SPENDING

A standout revelation from the

annual ClO&Leader State of Enter-
prise Technology survey indicates that
68% of Indian enterprises are poised
for a significant uptick in Al spending
within the next 12 months. The survey
underscores that the adaptability of
Al is inspiring businesses to delve into
various applications within their opera-
tional frameworks, fostering a height-
ened enthusiasm for Al integration.

The surge in Al investment can be
attributed to the successful outcomes
of pilot projects, with:

m 25% of respondents foresee a sub-
stantial rise in spending

m 43% of participants anticipating a
moderate increase

m Only 15% of the respondents are
undecided about future spending

on Al and ML.

Tech developments key to
unlocking potential: The survey
underscores the substantial enhance-
ment of Al capabilities, driven by
increased availability of data and
cloud-enabled processing power. The
availability of large volumes of data,
multiple Al platforms, cloud-based

Change in spending on Al & ML in the
next 12 months?

43%
25%
Increase Increase
significantly somewhat

'0,
17% 15%
Remain Not
same sure

resources, a growing skill base, and

accelerating technological advance-
ments are coming together to lower
barriers to trial and adoption.

While business functions like IT
operations, sales and marketing, and
customer service have been quick to
leverage the benefits of AI/ML, survey
respondents anticipate that supply
chain, HR, and finance-related pro-
cesses also have good potential for
using specialized Al/ML solutions.

Traditional R&D processes often
involved sifting through massive data-
sets, which was time-consuming and
resource-intensive. With AlI/ML learn-
ing algorithms can quickly analyze vast
amounts of data, identifying patterns,
trends, and correlations that human
researchers may have missed.

Organizations are seeking effec-
tive ways to acquire Al capabilities by
employing diverse strategies, including
forming partnerships (38%), building
internal expertise (36%), and leverag-
ing Al-as-a-Service offerings (35%)

Revolutionizing customer expe-
rience: As customers increasingly
seek seamless and personalized expe-
riences, Al has become the linchpin of
a successful CX strategy. Al empowers
companies to better understand cus-
tomer needs, insights into preferences,
and contextual information by analyz-
ing vast amounts of data at speed
and scale. Early Al implementations
were confined to IT and supply chain
management. Having demonstrated
its value proposition with greater effi-
ciency and cost savings, Al adoption

W Mostlikely m Somewhat likely

How will you acquire Al & ML solutions?

Build or develop through partners
Build or develop internally
Purchase as packaged solutions
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has transformed from a niche technol-
ogy in fringe functions to becoming
an integral component of core busi-
ness applications. Now organizations
are more confident that Al adoption
can create an impact and use it for
competitive advantage. Adoption in
core business applications is expected
to accelerate with advancements in
Al research, natural language under-
standing, and computer vision.
Businesses are using Al to re-imagine
customer engagement strategies (23%)
and deliver highly personalized prod-
ucts and services (23%). Al is providing
organizations with the tools to under-
stand customer preferences, anticipate
needs, offer tailored experiences, and
create greater customer loyalty.
Technology, Data, and Com-
pliance are the top challenges:
Despite the growing enthusiasm for Al,
organizations are struggling to cope
with the profusion of choices and the
rapid pace of technological evolution.
Embracing Al is throwing up signifi-
cant challenges, chief amongst which is
choosing the right technologies (46%)
and identifying suitable use cases
(44%). The rapidly evolving landscape of
Al technologies is overwhelming organi-
zations and selecting the most suitable
Al framework, platform, and tools to
align with business needs is turning out

interest in using Al

O

The versatility of Al is prompting
businesses to explore diverse
applications in the context of

business operations, driving growing

COVERSTORY H

J

to be the most formidable challenge.
Determining the right combination of
technologies that fit within the existing
IT infrastructure and can easily inte-
grate requires an understanding of IT
estate and Al technologies.

Some organizations struggle to
identify the right use cases wherein Al
can create meaningful value; enhance
existing processes; or create new
opportunities. This requires a thor-
ough understanding of business pro-
cesses, customer needs, and industry
trends to pinpoint areas where Al can
make an impact

Additionally, 54% of participants are
concerned about protecting Al sys-
tems from cyber threats, particularly

in critical applications. Ensuring Al's
compliance with emerging regulatory
standards is another significant con-
cern that was highlighted by nearly half
of the survey participants.

Leadership support more critical
for Al success: Respondents identi-
fied leadership support as the the
most crucial element for the success-
ful integration of Al/ ML technologies.
A strong and supportive leadership
team (79%) enables to creation a clear
roadmap for AI/ML adoption, defines
key performance indicators (KPIs) to
measure success, and establishes a
framework to evaluate the ROI.

Leaders can identify strategic use
cases where AlI/ML can have the most

What are the challenges in deploying Al applications?

Demonstrating business value
Choosing the right Al technologies
Integrating Al with business ops
Having technical skills & talent
Getting data or input to train models
Identifying right use cases
Integrating Al with existing systems
Providing ongoing support
Managing Al-related risks

Obtaining funding for Al

40%
46%

33%

40%

41%

44%
32%
34%
37%
29%

H High = Medium
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Selecting the right Al technologies or platforms
Protecting Al systems from cyber threats
Ensuring Al is compliant with regulations
Confirming Al-driven decisions are interpretable
Developing relevant Al models or algorithms
Governance of Al systems and processes
Ensuring third-party Al services meet standards
Ensuring Al systems provide reliable performance

Ensuring Al models, processes have required controls

55%

54%
48%
47%
46%
44%
44%
42%

40%

Managing the data needed for Al models 40%

H High = Medium

Concerns about Deploying and Scaling Al Systems?

Executive leadership support for Al & ML

Educating business users about Al & ML

Developing & retaining Al professionals

Change management during Al solution deployment
Redesigning workflow and processes for Al
Cross-organization collaboration

Aligning the workforce mix for Al-augmented processes
Training users to leverage Al & ML solutions

User interest in Al solutions

63%
62%
59%
58%
57%
50%
49%

49%

M Very Important B Somewhat Important

79

Role of Organizational Culture in Al & ML

significant impact, prioritizing projects
that drive tangible value and com-
petitive advantage. Their involvement
helps avoid disjointed and ad-hoc Al/
ML implementations and encour-
ages a more cohesive and integrated
approach across different business
units (57%).

According to the survey findings,
educating business users about Al/
ML empowers employees to make
informed decisions about Al/ML adop-
tion (63%) by dispelling misconcep-
tions and ability to identify suitable Al/
ML use cases within their domains to
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better drive innovation and efficiency
while avoiding unrealistic expectations.
Crucially, input data from business
users helps data scientists and Al
experts refine models and tailor solu-
tions to better suit business require-
ments. Developing and retaining talent
is crucial (62%) to provide stability to Al
initiatives which will then yield sustain-
able business impact.

CLOUD ADOPTION
CONTINUES TO SURGE
Cloud adoption continues to surge,
driven by digital transformation initia-

tives and the demand for innovation
and enhanced customer experiences.
Additionally, the imperative to leverage
advanced technologies such as Al fur-
ther fuels the momentum.

Businesses are reaping substantial
benefits as Cloud deployments reach
higher levels of maturity. This is
evident in the wide adoption of cloud-
native architectures, containers,
and micro-services, implementing
DevOps practices, and utilizing APIs to
create value.

Overall, the as-a-service model is
maturing with adopters using a variety
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What Cloud Services Are You Using?

79%
Software as a Service (SaaS) -

0,
Infrastructure as a Service (laaS) Sk

0, 0,
Application Platform as a Service (aPaaS) DE Es

36% 10%

Security as a Service (SECaaS)

Disaster Recovery as a Service (DRaaS) 31% 23%

28% 10%

Communication as a Service (CaaS)

Analytics as a Service (AaaS) 27% 26%

Desktop as a Service (DaaS) 20% 14%

14% 12%

Function as a Service (FaaS)

H In production ® Evaluatingor PoC M Planned, within 12 months

Where are you hosting your enterprise IT applications?
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What Cloud Services India Inc.
is using: Indian businesses are using
a wide variety of Cloud services from
Saas (79%) at the top end to Func-
tion as-a-service (15%) at the other
end. Infrastructure-as-service is widely
adopted amongst 67% of respondents
with another 10% evaluating adoption
with PoCs, clearly indicating that the
promise of Cloud-native capabilities
is luring Indian businesses to migrate
workloads. Paas is witnessing signifi-

of services. SaaS is in an advanced
stage of adoption.

ITDMs are wary about managing
cloud security. Organizations need
to adopt a comprehensive approach,
combining robust security tools,
well-defined policies, regular audits,
and staff training to address the
unique challenges. Businesses are
faced with performance issues and
there is an urgent need to optimize
application performance.

cant adoption in India amongst 56% of
the respondents with 14% evaluating
it via PoCs. This momentum can be
attributed to the presence of mature
platforms such as Salesforce, Microsoft
SharePoint, Office 360, SAP Business
Technology Platform, Zoho.

The proliferation of low-code-no-
code platform providers such as Ser-
viceNow, Automation Anywhere, and
Kissflow. Security-as-a-service (SECaaS)
is popular at 36% which points to the
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need for comprehensive security solu-
tions. In addition to getting full-featured
security tools, SECaa$ allows businesses
to overcome skill gaps with remote
monitoring, incident management, and
remediation of security incidents.

Disaster Recovery-as-a-Service also
picking amongst 31% of respondents
with another 13% of respondents eval-
uating it seeking to ensure business
continuity in the event of an attack or
natural disaster.

The majority of workloads con-
tinue to operate in traditional
environments: Despite the growing
momentum of cloud technology, the
majority of workloads continue to

operate in traditional environments
and co-location. Public cloud is gain-
ing popularity, but the private cloud
remains dominant.

Organizations often leverage the
public cloud for periodic capacity
access and to manage traffic surges
during seasonal peaks. For example,
55% of enterprise applications' work-
loads (ERP, SCM, HR) are on-prem or in
co-lo, 38% in private cloud, and 32% in
public cloud. Even in app development
and testing, traditionally favored for
cloud environments, 66% of respon-
dents still use traditional setups, while
36% opt for public cloud and 28% for
private cloud.

Similarly, deployments for disaster
recovery, backup, and business con-
tinuity planning, ideally suited for the
public cloud (28%), are gradually gain-
ing traction, with a significant number
of initiatives ongoing in traditional
on-premises and co-location environ-
ments (719%) and public cloud (36%).
Discerning Indian businesses recognize
the cloud's value proposition, with the
highest number of respondents choos-
ing to host e-commerce applications in
the public cloud (50%), followed closely
by on-premises solutions at 46%.

What keeps IT awake: The
responses to this question are not a
surprise and are on expected lines

SaaS

laaS

APIs

DevOps, DevSecOps

Cloud Architectures (Microservices; containers)
Al/ML initiatives

Centralized Cloud Management

Cloud Automation

51%
48%
36%
29%
27%
27%
24%
23%

o High = Medium

Use of Cloud Technologies in the Organization

Infrastructure Security

DR, Backup & BCP

Meeting Compliance & Regulations
Infrastructure Optimization
Infrastructure Cost Management
Infrastructure Visibility & Management
Staff & Talent Management

Software Licensing Issues

Migrating to New Platforms

Need to Run Legacy Software

83%
77%
68%
63%
61%
61%
58%
58%
51%
42%

M Very important B Somewhat important

What are your main concerns about IT infrastructure?
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with infrastructure security by far the
most dominant concern amongst 83%
of respondents followed by disaster
recovery, back up and business con-
tinuity amongst 77% of respondents,
followed by meeting compliance and
regulatory at 69%.

This is a strong indication that keep-
ing the lights on continues to be a
major preoccupation for the IT depart-
ment. Given the surge in the number
and sophistication of cyberattacks and
the consequent cost of data breaches
along with regulatory and compliance
challenges, this is not surprising.

The next set of IT preoccupations
relates to cost with infrastructure opti-

mization at 63%; cost management at
62% and infrastructure visibility and
management at 72%.

Factors driving cloud adoption:
India Inc. has clearly understood the
value proposition of the cloud and
using it to achieve better strategic out-
comes. The top three reasons for cloud
adoption in the next 12 months are:

m To drive digital transformation and

innovation (86%)

m Better IT security and compliance
85%)

m Improve business and IT resilience
85%)

The need to drive digital trans-
formation is closely reflected in the

—

—

COVERSTORY H

imperative to deliver a better user
experience and IT accessibility (78%)
wherein decision-makers in IT per-
ceive the end consumer and internal
business as its users. The speed and
agility (75%) of the cloud is a lever IT
is using to enhance user experience
seamlessly. Cloud accessibility makes
it easy to experiment and fail fast
empowering businesses to innovate
frequently, and provide new features
and functionalities to enhance user
experience. Accessibility also sup-
ports infrastructure modernization
and upgradation to better application
performance (73%). The visibility and
flexibility of cloud accords are enabling

Why will your use of cloud services change over the next 12 months?

Digital transformation & business innovation
Improved business & IT resilience

Better IT security & compliance

Improving user experience & IT accessibility
Optimising costs of IT infra

Improving speed & adility of infra provisioning
Better IT infra management

Infra modernization & performance upgrade
Providing IT infra flexibility & scalability

Leveraging new cloud features & functionality

86%
86%
85%
78%
77%
75%
73%
73%
72%
69%

M Increase inimportance ™ Remain unchanged

Increased staff productivity & collaboration
Cost savings

Disaster recovery & business continuity
More business agility or flexibility

Ability to offer new products & services

Business Benefits from Cloud?

61%
60%
59%
59%

57%

Better, simpler access to enterprise IT services 57%

Scalable & flexible IT resources

52%

Streamlined & efficient business workflows 51%

W High = Medium
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businesses to optimize IT infrastruc-
ture costs (77%), and better manage
the infra (73%).

Indian businesses are reaping the
classic benefits of cloud adoption
including cost savings (60%); business
agility (59%) and leveraging for disaster
recovery (59%).

Challenges in using cloud ser-
vices: Businesses have accurately
identified managing cloud security
as the top challenge among 88% of
respondents. Cloud security is differ-
ent from the traditional environment
as security is a shared responsibility
where the CSP is responsible for the
physical security of the data center
and the underlying infrastructure,
while the security of the infrastruc-
ture resources and applications must
be configured by the customer—the
customer decides who has access to
which resources.

Several factors make cloud security
more challenging. The easy accessibil-
ity means individual departments are
setting up environments separately,
and if the configuring is not secure the
entire organization is exposed to data
breaches and compliance and regula-
tory challenges (79%).

Easy accessibility is also creating
challenges for ensuring adequate vis-
ibility and management for 63% of

tiers of storage.

O )

Indian businesses have accumulated
a vast quantity of data with a
significant number of respondents
storing more than 50 PB of hot data
which is in active use, across various

e

J

respondents which is causing a larger
challenge of managing the cost of
cloud resources for 81% of respon-
dents. Cost management is also due to
poor hygiene practices such as leaving
unused resources on, underutilized
resources, and misalignment of sub-
scription options.

Managing workloads across cloud
providers is less challenging at 48%
and scaling across regions and Cloud
providers at 61% indicating low
adoption of multi-cloud workloads in
which managing security could be a
key deterrent.

THE DATA EXPLOSION

Data analytics is emerging as a trans-

formative force driving innovation
and growth across sectors in India.
There is an explosion of data triggered
by digitalization, the proliferation of
smart devices, social media engage-
ments, e-commerce activities, and loT
deployment. According to the survey
findings, Indian businesses have accu-
mulated a vast quantity of data with
a significant number of respondents
storing more than 50 PB of hot data
which is in active use, across various
tiers of storage.

This is a huge volume of data, and
to put it into perspective, 50 PB data
is approximately 25,000 billion pages
of printed text or 10 million minutes of
uncompressed 4K Ultra HD video!

What are your main concerns about IT infrastructure?

Cloud security

Cost of cloud services 81%

Compliance & regulatory issues

79%

Application monitoring & optimization 64%

88%

Designing & selecting cloud architectures 64%
Visibility & management of cloud resources 63%
Cloud skills & talent 61%
Scaling applications across regions/providers 61%
Application licensing 60%

Leveraging APIs 57%

W Veryimportant ™ Somewhatimportant
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The government's Digital India initia-
tive to provide e-services to citizens
and the launch of the 5G network is
triggering unprecedented growth in
data generation. Public cloud services
and the proliferation of data centers
in India are making scalable storage
capabilities easily accessible at cost-
effective rates.

Consequently, data storage is
witnessing a huge surge driven
by business needs for analytics,
Al initiatives, and compliance and
regulatory requirements. This is
validated in the survey findings where
organizations are archiving copious
amounts of data to meet regulatory
and compliance requirements.

COVERSTORY H

The volume of data across all tiers
has increased significantly in the
past 12 months. For instance, 53% of
respondents stated that the active data
increased by 50 to 100% and 61% indi-
cated that the warm data increased by
25 to 50% during the period.

Technological advancements in Al,
machine learning, and big data tech-

82%

41% A%
36%

33% ..

I1/

Hot Data, in Active Use

M Less than 500 TB

m 500 TBto1PB

Total Data Storage

62%
58%

32% 33%
18%
I =

Warm Data, Intermittent Use

H1to25PB m 25to50PB

H 50to 100 PB

85%

59% 60%

56%

46%

4%

Cold Data, Archival

M More than 100 PB

61%

79%
50%
47% 45%

Less than 25%

31%

25t0 50%

M Hot Data, Active Use

Overall Increase in Data Storage

53% 53%

50%

40%

30%

24%

50 to 100% 100 to 150%

B Warm Data intermittent Use

M Cold Data, Archival

75%
63%
25%
3% 3% 3%
150 to 200% More than 200%
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nologies are making data analytics
more accessible and impactful. Digital
native companies such as fintech,
edtech, and e-commerce are using
advanced analytics in innovative ways
to design new business models; boost
fraud detection; and manage infra-
structure, logistics, operations, and
supply chains.

Fintechs are leveraging advanced
Al models to offer financial products
to the marginalized who do not pos-
sess the traditional parameters for risk
assessment and creditworthiness. Just
as retail and e-commerce companies
are offering personalization based on
historical data, customer segmenta-
tion, and personal preferences.

The survey finds that Indian busi-
nesses understand the importance of
having a good data architecture and
technology infrastructure to meet
strategic goals and using a systematic

approach to implementation. There is
also evidence of advanced data adop-
tion with third-party data integration,
data warehousing, and data lakes with
pipelines— all of which indicate copi-
ous harvesting and mature process-
ing capabilities.

How fast is data increasing? The
way we consume and communicate
information has undergone a dramatic
shift and this is evident in the kind
of content enterprises are using and
storing. There is a surge in the stor-
age of video with more than 14% of
respondents registering more than
100 percent growth. Image and PDF
storage have increased by 50 to 100%
for around 15% of respondents. Busi-
nesses are increasingly using visual
media in promotional activities and the
rise of e-commerce is directly related
to the role of images and videos to
influence consumer behavior. Overall,

cold data is increasing at a faster rate
for most organizations. This indicates
an increasingly stringent regulatory
environment and the need for organi-
zations to store data for compliance.
Also, some industries have an impera-
tive to store customer interaction data.
Maturity of data strategy: There
is a high level of maturity in the data
strategy of Indian businesses with
52% having a managed and systematic
approach with regards to technology
and architecture and 48% towards
data planning and roadmap indicating
the foundations of a robust data strat-
egy are well in place. Businesses have
cemented the strong foundations by
embracing best practices in data gov-
ernance and management (40%) with
advanced adopters (6%) positioning
data management as an opportunity
to create a differentiation with high-
quality data, and enhanced security

Image & PDF Files

Video Files

Text Data

Audio Files

Engineering & CAD Files

Binary Files, Code

Maps, GIS Data, etc

M More Than 100% Increase

Rate of Growth in Data

I
S 6%
I 37

I '+
B o
P

I
B 7%
R 22

I s
D
I

M 50 to 100% Increase

M 25 to 50% Increase
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Data Culture & Data Literacy
Data Engineering & Data Ops
Data Analytics & Usage

Data Governance & Management
Data Planning & Roadmap

Data Architecture & Technology

W Early Stage

18%

17%

16%

M Reactive or Opportunistic

Maturity of Data Strategy

36%

25%
21%

B Managed or Systematic

34%
37%
40%
48%
52%

W Proactive or Differentiating

and privacy compliance, all of which
foster trust in data-driven initiatives.
Embracing best practices in data
engineering and DataOps (36%) in a
proactive manner enables to creation
of differentiation (6%). This proactive-
ness has empowered businesses to
use analytics in a systematic man-
ner (37%) for differentiated business
impact (10%). A differentiated data
strategy leverages data in innovative
ways to gain a competitive advantage,
drive growth, and deliver value to
customers and stakeholders. It calls
for prolific data usage wherein insight-
driven decision-making is embedded in
the organizational culture. This is at the
mature stage for 28% of respondents.
Data strategy trends in Indian
companies: In practice, Indian com-
panies demonstrate a high level of
maturity in data strategy, with 57%
implementing data warehouses and

integrating with third-party data
sources. This systematic approach to
data architecture supports structured
querying and analysis. The widespread
adoption of data warehouses indicates
prolific data usage by business ana-
lysts, facilitating AI/ML projects (35%)
and advanced analytics (33%). Interest-
ingly, respondents show a preference
for AI/ML investments over predictive
analytics, possibly considering the lat-
ter as a subset. The emergence of data
lakes with data pipelines in enterprises
reflects a growing focus on harnessing
unstructured data.

Challenges in robust data
strategy implementation: A sig-
nificant challenge in implementing
a robust data strategy, identified
by 87% of respondents, is securing
leadership support and business
participation. Resistance to changes
in data collection, management, and

utilization may stem from concerns
about workflow disruption or a lack
of understanding of the benefits of a
data-driven approach.

Establishing a data-driven culture
requires leadership backing and active
employee involvement
at all levels. Overcoming resistance to
foster a data-centric mindset can be
challenging. Identifying the right use
cases (82%) is crucial to showcase
benefits and gain support. The quality
of data (81%) is vital for decisive action
and gaining a competitive advantage.

Data quality directly impacts
decision-making effectiveness and the
success of new business initiatives.
Ensuring good quality data involves
sourcing from multiple channels,
implementing a governance strategy,
and safeguarding data privacy through
anonymizing techniques, all requiring
meticulous implementation.

State of Data Strategy

Data Integration with Third-Party Sources

36% 23%

Data Fabric Connecting Data-Sources

Al/ML 35% 28%

Advanced & Predictive Analytics

33%

26%

M In Production M In Evaluation H Planning, in 12 Months
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Business or leadership support
Identifying right use cases
Data backup

Quality of data

Lack of data-driven culture
Budget allocation

Lack of talent & skill sets

Demonstrating ROI

Improper data strategy

Challenges in Implementing Data Analytics Program

SECURING DIGITAL
TRANSFORMATION:
FOCUS ON EMPLOYEE
EDUCATION AND RE-
SKILLING

Indian businesses and government
organizations face a surge in cyber-
attacks, driven by digitalization and
hacking for activism, politics, and mili-
tary objectives.

Phishing, ransomware, and malware
attacks are plaguing Indian businesses,
causing financial and reputational
damage. The evolving threat land-
scape, ransomware-as-a-service, and
a shortage of skilled cybersecurity
professionals compound the cyberse-
curity challenge.

To address these issues, businesses
are enhancing education, implement-

There is a surge in the storage

of video with more than 14% of
respondents registering more than
100 percent growth.

O

ing advanced systems, and deploy-
ing monitoring tools. Training and
upskilling in-house teams, partnering
with service providers, and adopting
defense strategies like penetration
testing and security audits are becom-
ing common practices.

The security fabric is strengthened
by embedding security into the orga-
nizational culture. Employees play a
crucial role, and embracing cloud best
practices is key to effective cybersecu-
rity. The shared responsibility in cloud
security involves managing access and
employing security-by-design architec-
tures, emphasizing a deny-by-default
approach as a best practice.

Severity of IT security incidents:
According to the survey findings,
Phishing has been identified as the

22 | ITNEXT | JANUARY-FEBRUARY 2024

most severe form of security incident
by 40% of respondents. Ransomware
attacks are prevalent but not as ram-
pant. People continue to be the weak-
est link in the cyber security chain.
Hackers employ social engineering
tactics to trick employees with innova-
tive techniques that appear genuine
and lure them into clicking on mali-
cious links, sharing confidential infor-
mation, and inadvertently allowing
access. Despite training and aware-
ness programs employees continue to
walk into traps. About 36% of respon-
dents have attributed insider threats
as the cause of security incidents with
moderate severity. Careless employ-
ees who do not adhere to company
policies or bypass company security
measures for convenience often cause
security breaches.

Sometimes disgruntled employees’
resort to malicious activities includ-
ing stealing or deleting data, selling or
exposing data with an intent to harm
the organization. Ransomware attacks
have been severe among 22% and
moderately severe among another
22% of respondents, indicating ran-
somware is a major source of threat to
Indian businesses.

Impact of security incident: The
most widespread impact of security
breaches includes disruption to busi-
ness operations (27%); loss of critical/
sensitive data (19%); financial loss
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Phishing Attack

Password/ Identity-Based Attack
Ransomware Attack

Advanced Persistent Threats (APTs)
Insider Threat

Malware Attack

DoS and DDoS Attacks

DNS Tunnelling/ Spoofing Attack
Supply Chain Attack

Code Injection Attack

Severity of IT Security Incidents

40%
23%
23%
20%
19%
18%
16%
15%
15%
12%

W High = Medium

Disruption of business operations

Loss of critical data or sensitive data
Brand & reputation loss

Financial loss

Loss of Intellectual Property

Regulatory non-compliance

Disclosure of privacy-related information

Employee morale reduction

Impact of IT Security Incidents

20%
19%
15%
15%
N%
9%
8%
8%

W High = Medium

and affecting the brand and reputa-
tion (15%). What stands out as a
deeper impact of data breach is that it
affects the morale of employees (23%
have indicated it as an impact with a
medium degree). This becomes a red
flag because when a setback perco-
lates to employees it has a ripple effect
on the efforts and enthusiasm people
bring to the workplace including the
quality of service to customers.

Root causes of data breaches:
The primary causes of data breaches
often stem from human vulnerabili-
ties, emphasizing the adage that man

is the weakest link in cybersecurity.
Despite advanced tools, human error
(22%), social engineering leading to
employee mistakes (12%), and occa-
sional misconfigurations (34%) remain
top contributors.

The lack of skills and understanding
of cloud technologies is a significant
factor behind human errors and
misconfigurations. Unlike traditional
settings, where a perimeter-based
approach sufficed, the shift to remote
work, mobility, and cloud popularity
necessitates modern security manage-
ment approaches.

In the context of cloud security, a
shared responsibility model emerges.
Customers are tasked with configuring
access to resources, while the cloud
provider ensures the physical secu-
rity of the data center, along with the
underlying networking and infrastruc-
ture resources.

Key IT security challenges: The
foremost challenge in cloud security,
identified by 32% of respondents, is
the dependence on platform provid-
ers. Organizations face difficulties in
maintaining control and visibility into
underlying measures and configura-
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Causes for IT Security Incidents

Human Error/ Mistakes 22%

Malware N%
Application/ Code Vulnerabilities 9%
Improper Configuration RS
Social Engineering 12%
Weak or Stolen Credentials 7%
Over Permissive Access 5%
Insider Misuse/ Malicious Acts 7%

Inadequate cybersecurity solutions 6%

w

Breach in trusted partner/ ecosystem /A

W Often M Occasionally

tions, limiting their ability to implement
customized security controls aligned
with specific requirements and indus-
try regulations.

A shortage of cloud security experts
(25%) compounds challenges in imple-
menting policies, defining security
postures (19%), and handling multi-
cloud integration (16%) and configura-
tion (16%).

Adding complexity, cloud vendors
offer diverse security tools with varia-
tions in functionality, ease of use, and

integration capabilities. This poses a
challenge for organizations utilizing
multiple cloud vendors, making it dif-
ficult to implement consistent security
policies, centralized threat monitor-
ing, and efficient access and controls
across systems.

Key hurdles in achieving IT Secu-
rity: Achieving robust IT security for
organizations faces challenges primar-
ily driven by the rapidly evolving threat
landscape (47%) and a shortage of
skilled professionals (47%). Organiza-

tions struggle to keep pace with threat
actors employing innovative social
engineering, zero-day exploits, and
malicious techniques, leading to a rise
in sophisticated cyber-attacks, includ-
ing the widespread use of ransom-
ware-as-a-service.

The resulting complexities increase
the cost and effort required to manage
security (39%), placing additional pres-
sure on security teams already grap-
pling with budget constraints (54%).
The significant implications of costs

Dependence on platform vendor

Lack of cloud security expertise

Security policy implementation & posture management
Detecting & remediating breeches

Integration of multiple cloud services

Multi-cloud environment, lack of integrated visibility & control
Cloud configuration & change control

Complex cloud application architecture, APIs, containers

Use of multiple security tools, lack of integration

Code deployment & version control

Challenges with Cloud Security

32%
25%
19%

16%
16
16%
16%

14%

12%
8%

H High = Medium
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Evolving threat environment
Talent & skills to support latest security trends
Cost & effort to manage security solutions

Support from top management

Cloud complexities

Challenges in Achieving IT Security Objectives

47%
47%
39%
34%

Alignment of security & business goals 34%
Quality of vendor services & support 31%
Legacy IT environment, architectural issues 30%

Integration between security solutions 24%

23%

Budget for IT security 229

H High ® Medium

Providing training for employees
Partnering with experts/ consultants

Re-training technical staff

Reducing complexity in IT environment

Adopting new frameworks or standards
Using Managed Security Service Providers
Hiring new technical staff

Replacing or consolidating security solutions

Actions to Address Skill and Knowledge Gaps

75%

70%
64%

Implementing better processes and controls 58%

55%

Using security automation tools 51%

49%

45%
45%
45%

M Already doing M Planning, within 6 months B Planning, within 12 months

N
2
X
=

3

X o
um=
S B

1%

-

4%

16%
15%
21%

and budgets highlight the need for
continuous investments in capabilities,
including training, talent acquisition,
and partnerships, to stay abreast of
evolving technologies, attack tech-
nigues, and defense strategies.

A misalignment between security and
business goals (34%) exacerbates chal-
lenges, as organizations may prioritize
short-term financial goals, compromis-

ing resource allocation for cybersecurity.

This often leads to managing outdated
security infrastructure and hesitancy to
invest in capability building.

Organizations embrace training,
partnerships, and automation to
bolster Cybersecurity: A majority of
organizations (70%) are investing in
employee training programs to fortify
their first line of defense. These initia-
tives focus on creating awareness
about strong passwords, phishing,
secure browsing, and social engineer-
ing tactics, fostering a shared responsi-
bility for security and reducing the risk
of human error.

Recognizing the global shortfall of 3.4
million cybersecurity experts, organiza-

tions (64%) are re-training technical staff
to address the skill gap. To cope with the
growing demand, 70% of organizations
are partnering with external experts to
bridge the cybersecurity talent gap.
Additionally, organizations are
streamlining internal systems and pro-
cesses (58%) to enhance security, with
a significant number (30%) prioritizing
this in the next six months. Automa-
tion tools (21%) are being incorpo-
rated to add an extra layer of defense,
actively monitoring and preventing
threats in the immediate future. m
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Building Personal Connections
and Fostering Trust are the Cornerstone
for Leadership

ere are the excerpts from
|—| our recent interaction with Abhijit

Chakravarty, whose distinguished
tenure as the Senior Vice President of
Core Networks & Security Operations of
HDFC Bank has been characterized by
remarkable achievements and ground-
breaking innovations.

The journey of a tech visionary
Abhijit's career spans an impressive 29
years, beginning when emails and faxes
were considered groundbreaking tech-
nologies. Reflecting on his early days,
he notes, “It's been a remarkable jour-
ney, from supporting electronic fax sys-
tems to leading network and security at
HDFC Bank. The evolution from dial-up
connections to today's sophisticated
networks illustrates the transformative
power of connectivity.”

Navigating challenges with
customer-centric solutions

A significant challenge in Abhijit's career
has been understanding and catering
to diverse customer needs. Drawing on
his experiences at Airtel, he highlights
the importance of customizing solu-
tions to fit various requirements. “Iden-
tifying and catering to those unique
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Abhijit Chakravarty, SVP of Core Networks
& Security Operations at HDFC Bank, shares his
journey from electronic communication to leading

digital transformation.

By Nisha Sharma

needs was both a challenge and a

learning curve. It's like making parathas;

not everyone prefers the same filling.”
“Every customer’s needs are

unique, much like their preference for

parathas. Tailoring our solutions to

meet those needs has been key to our

success.” — Abhijit.

Building strategic partnerships
When it comes to vendor manage-
ment, Abhijit emphasizes the distinc-
tion between vendors and partners.
“For long-term technology strategies,
you need a partner who's willing to
invest in your success,” he explains.
This approach ensures shared com-
mitment and alignment with business
outcomes, fostering long-term strate-
gic partnerships.

Proudest achievements in IT
leadership

Among his proudest achievements,
Abhijit cites the large-scale implemen-
tation of SD-WAN at Axis Bank and
the early adoption of collaboration
technologies. These initiatives set new
standards within the banking industry
and prepared HDFC Bank for digital
transformation challenges, especially
evident during the pandemic.

Leading high-performing IT
teams

“Personal connection and trust are par-
amount,” Abhijit states, discussing his

philosophy on team leadership. Know-
ing each team member’s aspirations
and challenges helps build a cohesive
unit, motivating them to deliver without
micromanaging every step.

“Trust and personal connection form
the cornerstone of a high-performing
team. It's about empowering each
member while steering them towards
our common goals.” - Abhijit.

The fascination with space
technology

When asked about the technological
advancements that have amazed him
the most, Abhijit expresses his admi-
ration for space technology. “The level
of accuracy and collaboration needed
is a testament to human ingenuity and
the boundless possibilities of tech-
nology,” he marvels, showcasing his
appreciation for the field's complexity
and innovation.

Abhijit Chakravarty's insights from
our conversation highlight the dynamic
nature of technology and the vision-
ary leaders who steer its evolution. His
journey from the early days of elec-
tronic communication to spearheading
digital transformation efforts at HDFC
Bank is a testament to the innova-
tive spirit that drives the IT industry
forward. As we celebrate the past
25 years of leadership, we also look
forward to the future innovations that
leaders like Abhijit will bring to the IT
landscape. m



TECHGURU@25

From Typewriters to Al:
A Tech Guru’'s 25-Year Journey Through
Digital Evolution

ver the past 25 years, technol-
O ogy has moved at an incredible

pace. This change has trans-
formed not just how companies work
but also the role of CIOs.

In a candid conversation with
ClO&Leader, Atanu Atanu Pramanic,
COO & VP - IT, RPSG Ventures, with
decades of experience, shares his
journey through the evolving land-
scape of technology. Starting from the
early days of his career to the current
era dominated by artificial intelligence
(Al), his story offers a unique perspec-
tive on how technology has trans-
formed the workplace and the world.

Early beginnings and the
digital dawn

Atanu’s career began in an era when
computers were a rarity, guarded

like treasures within his university's
mechanical engineering department.
“Back then, getting a couple of hours
on a computer was considered a privi-
lege,” he recalls, reflecting on a time
without personal email, relying instead
on face-to-face communication and
physical documents. These were the
days of electronic typewriters, a far cry
from today’s digital tools.

In the fast-moving world of technology,

Atanu Pramanic, COO & VP - IT, RPSG Ventures,
sheds light on how businesses have changed
because of tech advancements.

By Nisha Sharma

The Dot-com era and
ERP systems

The late '90s brought the dot-com
boom and the introduction of Enter-
prise Resource Planning (ERP) sys-
tems, such as Oracle and SAP. Atanu
notes the value of ERP knowledge dur-
ing this time, which marked his transi-
tion from mechanical engineering to
becoming an IT expert. “Those who
understood ERP were the hotcakes in
the market,” Atanu observes, highlight-
ing a period crucial for tech profes-
sionals, setting the stage for the digital
transformations to follow.

The rise of the Internet, Saas,
and Cloud Computing

With the 2000s came the widespread
adoption of the internet, alongside the
emergence of Software as a Service
(SaaS) and cloud computing. “Oracle’s
attempt to merge traditional ERP sys-
tems with cloud technology signaled
a new chapter in digital solutions,”
Atanu points out. His career evolved
in tandem, focusing on application
development, business process man-
agement, and, ultimately, leading digi-
talization initiatives as a CIO.

Digitalization and the
importance of security
Reflecting on the shift towards digital
technologies, Atanu emphasizes the
reimplementation of ERPs and the
adoption of digital tools. “The digital

landscape has transformed drastically,
with security becoming a cornerstone
of technological evolution,” he explains.

Managing workforce
transitions

One of the most significant chal-
lenges Atanu faced was guiding teams
through the uncertainties of automa-
tion and Al. He stresses the impor-
tance of viewing technology as an
enabler, not a replacement. “Empow-
ering employees to embrace change
rather than fear it has been key to our
success,” he shares, outlining strate-
gies for building confidence among
employees wary of change. By focusing
on education and the benefits of tech-
nology, he has successfully navigated
the complexities of modernization.

The future of Al and
intelligent enterprises

Looking ahead, Atanu contemplates
the role of Al in shaping the future of
business. “Al's potential for innova-
tion is boundless, yet its ethical use
remains a paramount concern,” he
asserts. While acknowledging the
potential for innovation, he also calls
for regulatory measures to ensure
the ethical use of Al. The conversa-
tion touches on the need for a uni-
fied standard for Al deployment,
highlighting the balance between
leveraging technology and safeguard-
ing human interests. m
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Open-source software boosts
development but struggles with
security and scalability

Arvind S Shetty, Kyndryl Leader- Global Development, CTO org,

shared a deeper understanding of how DevSecOps and open source
reshape IT organizations’ operations, emphasizing the importance
of security, scalability, and effective team management in today's
rapidly changing technological world.

he role of IT organizations
is continually evolving in the

changing technology realm,

requiring adaptive strategies
and forward-thinking approaches. In a
conversation with Nisha Sharma, Prin-
cipal Correspondent at CIO&Leader,
Arvind S Shetty, Kyndryl Leader-
Global Development, CTO org, pro-
vides insights into the complexities of
modern IT landscapes. This discussion
explores the integration of DevSecOps
in software development, the impact
of open-source communities, the
importance of accessibility in software
design, the need for transparency in
technological environments, and the
management of remote work and dis-
tributed teams.

Arvind Shetty's expertise illuminates
how these factors affect IT organiza-
tions’ operation, culture, and suc-
cess in an era of rapid technological
change and significant cybersecurity
concerns. His analysis reflects current
trends and anticipates the future,
offering an overview for IT profession-
als navigating these changes.

With the current prominence of
Dev SEC OPS in many IT organiza-
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By Nisha Sharma
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ARVIND S SHETTY
Kyndryl Leader- Global Development,
(TO org

tions, how do you see its imme-
diate impact on the software
development lifecycle, especially
regarding security integrations?
Arvind Shetty: Software develop-
ment has evolved significantly, transi-
tioning from the traditional waterfall
model to more dynamic method-
ologies. Initially, the waterfall model
focused on a linear approach: build,
test, then deploy. This method often
delayed quality assessment until the

later stages of the development cycle.

The introduction of Agile methodol-
ogy marked a significant shift. Agile
allows for incremental development
and continuous feedback, enabling
teams to demonstrate value and
functionality regularly. This approach
transformed development into a more
flexible process, accommodating vari-
ous coding styles and solutions.

Following Agile, the adoption of
DevOps practices further refined
development. DevOps emphasizes
continuous code integration from all
developers, fostering collaboration
and early detection of integration
issues. This shift moved quality assur-
ance from later stages to earlier in
the development cycle, enhancing
overall quality.

Security considerations led to
the emergence of DevSecOps. This
approach integrates security practices
from the beginning of the develop-
ment process, ensuring secure cod-
ing and standardization of security
measures. It also automates testing
and focuses on proactively addressing
cybersecurity threats.

Despite these advancements, chal-
lenges remain, particularly in stan-
dardizing DevSecOps practices across



different development teams within an
organization. Each team may develop
its own DevSecOps pipeline, creat-
ing potential integration issues at the
broader organizational level. Thus,
understanding and implementing stan-
dard practices, tools, and assets essen-
tial for effective DevSecOps is crucial.
In this context, the focus is on man-
aging and optimizing development
pipelines across organizations. This
involves standardizing practices and
facilitating secure and efficient devel-
opment processes, ensuring cohesive
and secure software development
across the enterprise.

Open-source communities have
always been pivotal in tech. How
do you believe they shape the
technological landscape, espe-
cially in areas you're actively
involved in?

Arvind Shetty: Open-source soft-
ware is vital in accelerating develop-
ment and problem-solving through
crowdsourcing. It offers speed and
agility, allowing developers to contrib-
ute to innovative solutions. However,
challenges exist in terms of security,
scalability, and quality. Open source

may only sometimes address large-
scale requirements or focus heavily
on security. The effectiveness of these
solutions varies depending on their
integration within an organization.
Enterprises must carefully evaluate
and choose open-source options
that align with their needs. Successful
implementation requires integrating
these solutions into existing systems,
emphasizing security and quality to
meet organizational standards.

Given the importance of acces-
sibility in today's software solu-
tions, how do companies prioritize
and implement it in their develop-
ment processes?
Arvind Shetty: The concept of
bridge thinking, particularly in the
context of the Kyndryl platform, is
fundamentally anchored in flexibility.
This flexibility is characterized by the
capacity to integrate capabilities from
various sources seamlessly. These
sources include internal offerings
within the Kyndryl platform and exter-
nal services from other technology
vendors or providers.

Such an approach is crucial for
rapid value realization. Using exposed

INTERVIEW W

APIs and compliance with industry
standards makes integrating various
components securely and efficiently
possible. This capability is central to
the vision for Kyndryl Bridge, focusing
on creating significant value for cus-
tomers, particularly in infrastructure
and automation.

Infrastructure automation is par-
ticularly vital, aiming to accelerate
deployment, facilitate the smooth
retirement of systems, and efficiently
tackle infrastructure-related chal-
lenges. This not only speeds up prob-
lem resolution but also cuts down
the costs associated with managing
incidents for customers.

Moving up the value chain involves
a strong focus on applications, mod-
ernization, and migration layers.
Clients demand solutions that are
not only quick and secure but also
seamlessly integrated. They prefer
flexibility over being tied to monolithic
products that necessitate complex
modifications within their existing sys-
tems. This desire for flexibility is cru-
cial in delivering efficient, secure, and
tailored solutions that align with the
dynamic requirements of the contem-
porary technological environment.
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Enterprises look for
solutions that are not
only quick and secure
but also seamlessly

integrated. They
prefer flexibility

over being tied to
monolithic products

that necessitate
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complex modifications
within their existing

systems.

In today’'s competitive landscape,
total transparency of the tech-
nological environment is crucial.
How can enterprises ensure trans-
parency, and how can it impact
decision-making processes?
Arvind Shetty: Transparency and
trust in organizational processes are
crucial, varying significantly depending
on one's role. Each role, whether a ser-
vice desk agent, a call center operator,
a bank manager, or a C-suite executive,
requires a different level of transpar-
ency appropriate to their responsibili-
ties and decision-making needs.

For instance, a call center agent
needs access to comprehensive infor-
mation to make informed decisions
during customer interactions. This level
of transparency is vital for them to serve
customers effectively. On the other
hand, a CXO requires a broader view of
the organization to make strategic deci-
sions. This might include insights into
customer issues, service modifications,
and agent empowerment.

The key to empowering decision-
making at all levels is syncing and
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governing data effectively across the
organization. This governance ensures
trust in the data, which in turn builds
trust in the responses provided to
customers. Transparency and trust in
the representation of the company to
customers are equally important.

In addition to transparency and
trust, data integration, governance,
and quality are essential. These
elements ensure that the data is
reliable and secure. With different
roles accessing varying levels of data,
it's critical to have robust security
practices in place to prevent unau-
thorized access and data misuse.
Rule-based engagement across the
organization must be meticulously
managed to maintain data integrity
and prevent leakages.

Balancing transparency with data
governance and security is fundamen-
tal in an organization. This balance
ensures that all employees, regardless
of their role, have the appropriate level
of access to information, empower-
ing them to make decisions effectively
while safeguarding sensitive data.

With the increasing reliance on
remote work and distributed
teams, how do you ensure that
your company'’s technological
infrastructure is flexible and
robust enough to support these
changes while maintaining secu-
rity standards?

Arvind Shetty: Effectively managing a
distributed workforce involves:

m Critical elements like maintain-

ing productivity with flexible work

arrangements.

m Ensuring workstation security
against data breaches.

m Implementing DevSecOps for stan-
dardized and secure development.

m Embracing cultural inclusivity to
integrate diverse teams.

Secure remote access to company
networks and aligning organizational
culture with remote work practices are
also essential. These factors collectively
ensure efficient, secure operations and
team cohesion across various loca-
tions, neglecting any aspect potentially
leading to security risks, reduced pro-
ductivity, and cultural misalignment. m
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Real-time data mobility plays
a crucial role in unlocking
intelligent insights

In a recent dialogue with CIO&Leader, Piyush Agarwal,
SE Leader at Cloudera, delved into the challenges and optimal
approaches for businesses in managing data amidst the
changing hybrid cloud landscape.

he increasing adoption of
multi-cloud environments,
digital ecosystems, and Al-
driven tools has transformed
how businesses handle data stor-
age, processing, and management.
A robust data management strategy
and effective data utilization are
essential today. To navigate the com-
plexities of creating a solid data strat-
egy, investing in cutting-edge analytics
tools, such as modern data platforms,
is crucial for deriving value from data,
regardless of location.

Piyush Agarwal, SE Leader at Clou-
dera, an American software company,
recently spoke with Jatinder Singh,
Executive Editor of CIO&Leader, about
the challenges businesses face in
managing data in the evolving hybrid
cloud landscape. In the conversa-
tion, he shared insights on the best
practices for various data platform
solutions and discussed the journey
toward modernization.

Cloudera, an enterprise data man-
agement and analytics platform, claims
to have been designed to work seam-
lessly with all major public cloud pro-
viders, such as Azure, AWS, and GCP. It
offers tailored solutions for customer
analytics, oT, security, risk, and com-

By Jatinder Singh

PIYUSH AGARWAL
SE Leader at Cloudera

pliance, providing the fundamental
structures for businesses to treat data
as a commodity that can be monetized
for new revenue streams, drive innova-
tion, and deliver cost savings.

Here are the excerpts from the
interview.

ClO&Leader: With the global
surge in data, how can busi-
nesses adapt and evolve their
data management techniques for
the next decade?

Piyush Agarwal: In today's digital
economy, enterprises are witnessing

more significant volumes and variet-
ies of data from an ever-increasing
number of sources. This surge in
data complexity poses substantial
challenges for organizations trying
to access, utilize, and derive value
from their data, as traditional data
infrastructures often need more pro-
cessing capabilities to support these
needs effectively.

Most enterprises’ primary focus is
the generation of real-time insights
for business-critical decisions. Main-
taining agility in the rapidly evolving
digital landscape demands businesses
continually refine their cloud strate-
gies and embrace robust data strate-
gies. Investing in advanced analytics
tools, such as modern data platforms,
enables companies to unlock value
from their data, regardless of location.

The investment in a comprehen-
sive end-to-end data management
and analytics platform capable of
efficiently ingesting, processing,
analyzing, and modeling data has
become critical to extracting mean-
ingful insights from the vast amounts
of data they encounter. Advanced
analytics features, including artificial
intelligence, machine learning (Al/ML),
and a built-in security and governance
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layer, are integral to achieving this
goal. This layer must be consistently
applicable across all a company's
cloud and on-premise environments,
ensuring the business can identify
and manage sensitive data for com-
pliance purposes without impeding
operational workflows.

ClO&Leader: How can modern
data platforms cater to diverse
industry requirements, especially
in sectors that have historically
been less data-driven?

Piyush Agarwal: Data is a strategic
asset and will remain digital gold

for business. Making sense of every
bit of data will allow companies to
derive more excellent value, from
becoming more attuned to their
customers' needs to providing
improved service to manage their
supply chain better. The potential is
even more significant for businesses
in less data-driven industries like
retail, energy, or automotive.

To fully leverage data, organiza-
tions need the ability to quickly move
data across environments for analysis
and modeling in real-time. With these
capabilities, businesses can easily
manage vast, intricate datasets to sup-
port rapidly evolving analytic needs.

For instance, we are working with
oil and retail Thai conglomerate PTT
Oil and Retail Business Public and
Company Limited (PTTOR) to power
their organization’s data architecture.
This allows them to design omnichan-
nel experiences for online and in-per-
son shopping at their gas stations and
restaurants. We have also worked with
German retailer NEW YORKER to har-
ness their inventory data, leading to
improved retail operations and order
monitoring at their stores for seam-
less in-store experiences.

ClO&Leader: Can you provide

a real-world example of a busi-
ness that underwent significant
transformation by harnessing the
power of modern data platforms?
Piyush Agarwal: In India, we have
helped YES Bank, one of the largest
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private sector banks, architect its data
strategy to simplify banking for its cus-
tomers. YES Bank required a solution
framework that could offer speed, agil-
ity, flexibility, and the storage capacity
needed to process unstructured data
and conduct real-time analytics, all
while enhancing data security. Central
to this endeavor was implementing a
platform capable of meeting the rigor-
ous governance standards and strict
data security regulations prevalent in
the financial services industry.

In collaboration with YES Bank, we
developed a ‘unified on-premise data
management platform,” enabling the
Bank to craft bespoke and innovative
solutions with faster turnaround times
for product launches and updates.
Integrating Cloudera Shared Data
Experiences (SDX) technologies within
the platform alleviates compliance
concerns and ensures secure data
access for numerous users. This has
helped the Bank internalize a previ-
ously outsourced customer loyalty
program, resulting in a quarter of a
million dollars in annual savings.

We are also helping a leading Indian
fintech platform, PhonePe, achieve
greater operational efficiencies and
higher scalability, agility, flexibility, and
reliability through our unified data
solution, CDP.

ClO&Leader: What are the driving
factors behind the shift from
traditional data lakes to Data
Lakehouse architecture? Why

is this architecture pivotal for
modern businesses?

Piyush Agarwal: Traditional data
lakes act as a unified data reposi-
tory, storing all collected data from
various sources in unprocessed form,
including structured, unstructured,
and semi-structured data. They often
complement a business's data ware-
house, enabling companies to enjoy
the analytical flexibility of data lakes
and the simplicity and speed of SQL
queries in data warehouses. Although
this architecture offers the economic
advantage of inexpensive, scalable
storage within the data lake, it also

presents challenges such as data
duplication, limited analytical service
support, and inflexibility. With data
confined to the data warehouse, run-
ning analytics incurs high transforma-
tion and integration costs, leading to
unacceptable delays.

The Data Lakehouse model merges
the best attributes of both worlds by
supplanting the largely independent
data lake and data warehouse archi-
tectures. It offers a more structured
approach that addresses the limita-
tions of each while preserving their
respective benefits. By merging the
storage and processing capabilities of
data lakes with the relational querying
functionality of data warehouses, data
lakehouses eliminate data duplica-
tion and support a comprehensive
ecosystem of analytical engines and
advanced analytics, including machine
learning. This marks a significant step
towards a more streamlined, efficient,
and agile data management strategy.

However, companies’ analytic
needs evolve rapidly. Modern data
lakehouses cater to business intel-
ligence, AI/ML, and data engineering
within a single platform. Achieving this
effectively necessitates a willingness to
explore different analytic engines or
even vendors.

ClO&Leader: What are the main
challenges arising in a hybrid
cloud environment, and how can
they be addressed effectively?
Piyush Agarwal: Hybrid cloud envi-
ronments enable businesses to be
flexible, agile, compliant, and scale
according to their needs. However,
this often results in data trapped in
silos across different infrastructures,
presenting significant challenges in
accessing or managing it. Rapid global
digital transformation has also created
interconnectedness - which means
more entry points that businesses
must actively safeguard against.

Unlocking more profound value
from data requires that organizations
re-architecture their data platforms
for portability and to realize synergies
across environments.



ClO&Leader: How can we ensure
that Al algorithms remain trans-
parent and understandable when
dealing with vast and intricate
data sets?

Piyush Agarwal: Al is only as good as
the data it has been trained on. The
business's ability to trust its Al begins
with trusting its data. Ensuring data
quality, accuracy, and consistency by
documenting data sources, handling
missing values, and addressing data
biases goes a long way. It is imperative
to choose relevant and interpretable
features and avoid overly complex

or irrelevant ones. Additionally, busi-
nesses should publish transparency
reports that provide insights into the
model's behavior, strengths, and limi-
tations. This can build trust with users
and stakeholders.

Strong data governance measures
can further ensure the trustworthi-
ness of data and mitigate these risks.
Good data governance clearly defines
who is responsible for which data
and ensures data is in the right hands
and properly handled while accessed,
modified, archived, and deleted.

Data security, governance, lineage,
data management, and automation
are applied holistically across the
data lifecycle and all environments
and consistently across an organi-
zation's private and public clouds.
Beyond the IT organization or depart-
ment, all employees are aware of the
data they create daily, how to store
and access it securely, and how to
maintain the same security when
working with outside partners, cus-
tomers, and contractors.

ClO&Leader: With the increasing
blend of vast data sources, how
can organizations ensure Al’s ethi-
cal and responsible use?

Piyush Agarwal: Al systems inher-
ently pose several dangers: biases
ingrained in Al's foundation (as
influenced by humans) and the cur-
rent lack of regulations and risks
surrounding Al's innovation. In devel-
oping ethical Al systems that can
deal with bias, causality, correlation,

The key to
the success

of any LLM or
generative Al
model lies in
understanding
data and
enterprise
context.

uncertainty, and human oversight,
itis imperative to maintain strong
controls over data management and
governance, as well as the ability to
reproduce outcomes reliably.

In leveraging data and analytics
for informed decision-making, an
organization can quickly run into data
governance issues, even if the number
of data sources used is minimal. Gaps
will exist in audit logs if data access
policies and lineage are inconsistent
across an organization'’s private and
public clouds. More worryingly, poor
data quality and lineage may mean
a data user decides on incomplete
or out-of-date information. Without
knowing how data is derived, data
users lack trust in their data assets,
impacting their ability to make
informed, business-critical decisions.
The continued use of these data
assets hinders the business's ability
to innovate and differentiate and may
impact the customer experience and
brand reputation.

Also concerning are Al halluci-
nations - users of Al today often
encounter instances where genera-
tive models produce inaccurate or
irrelevant results that appear confi-
dent and well-phrased enough to be
easily believable.

INTERVIEW W

Trusted Al results from strong
controls over your data across its life-
time, from the edge to Al. Businesses
must carefully control who or what
has access to the data and signifi-
cantly how the data is transformed or
changed over time.

ClO&Leader: How might the
integration of LLMs reshape the
data analytics landscape? What
challenges and opportunities
could arise?

Piyush Agarwal: Enterprises view
embracing generative Al as a strate-
gic imperative for staying relevant in
competitive markets. Central to this
success is the enhanced capacity of
generative Al and Large Language
Models (LLMs) to significantly reduce
the time and effort required to pre-
pare unstructured data for analysis
and model training. Approximately
80% of organizational data is unstruc-
tured, underscoring the invaluable
role of technologies like OpenAl's
GPT-3 LLM in accelerating Al capabili-
ties within the enterprise.

The key to the success of any
LLM or generative Al model lies in
understanding data and enterprise
context. With widespread interest
in generative Al and reduced bar-
riers to entry, more organizations
are expected to invest in bolstering
their data architectures for seamless
integration with existing IT systems
and comprehensive control over the
data lifecycle. Whether deploying
generative or traditional Al solutions,
data quality and enterprise context
are paramount. Thus, building trust
in Al among enterprises becomes
essential to realize synergies across
data mesh, fabric, and lakehouse
environments, facilitating advanced
use cases such as generative Al and
LLM deployment.

Organizations must develop
responsible and reliable generative Al
solutions for the enterprise, securely
and responsibly leveraging enterprise
knowledge bases or proprietary data
sources to mitigate privacy risks and
contextual limitations. m
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Deploying Al without
purpose can lead to a path to
uncertainty and stagnation

In a recent discussion with Jatinder Singh, Executive Editor

of CIO&Leader, Amit Luthra, Managing Director - India, Lenovo
ISG, highlighted the company’s strategic focus, latest innovations,
and its approach to tackling Al workload challenges

midst the evolving landscape

of high-speed computing

infrastructure demands,

organizations face the chal-
lenge of improving efficiencies while
meeting the growing demand for Al
workloads. Lenovo's Infrastructure
Solution Group (ISG) claims to tackle
these challenges head-on.

With a focus on Al integration,
Lenovo's ISG division offers a com-
prehensive suite of servers, storage,
networking, and solutions; It says that
it focuses on enabling organizations to
maximize their data center potential.

Expecting robust double-digit
growth in the ISG business due to
the expanding adoption of hybrid Al,
Lenovo foresees a wave of new and
promising opportunities emerging for
its ISG business in India.

In a recent discussion with Jatinder
Singh, Executive Editor of CIO&Leader,
Amit Luthra, Managing Director - India,
Lenovo ISG, highlighted the company’s
strategic focus, latest innovations, and
its approach to tackling Al workload
challenges within organizations.

As Managing Director of Lenovo
Infrastructure Solution Group in
India, Amit is responsible for driving
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within organizations.

By Jatinder Singh

AMIT LUTHRA
Managing Director - India,
Lenovo ISG

Lenovo ISG's business growth in the
country and advocating its end-to-end
offerings from the pocket to the data
center to the cloud while driving cus-
tomer confidence in the data center
business across the market. Excerpts
from the interview.

ClO&Leader: With Al workloads
becoming more important and
ClOs focusing on modernizing
infrastructure, what's your spe-
cific vision for this market? And

how do your data center solutions
deal with these challenges?

Amit Luthra: Our approach is
always to focus on outcomes and
provide a better end-to-end cus-
tomer experience. In this process, we
do not differentiate between large or
small organizations; we provide the
same experience regardless of scale.
Our global manufacturing facilities
and supply chain are rated among
the best in the world, focusing on
sustainability in everything we do.
From an artificial intelligence stand-
point, Al has changed how people live
and play and how businesses oper-
ate. Each organization we engage
with seeks to understand how Al

can benefit them. Our engagements
focus on delivering clear outcomes,
regardless of workload or deploy-
ment, ensuring an end-to-end experi-
ence for our customers.

ClO&Leader: You mentioned
customer experience is crucial

in the digital era, but integrating
existing infrastructure with new
solutions remains a challenge for
ClOs. How do you ensure these
environments’ seamless transition



and coexistence to add value for
the enterprises?

Amit Luthra: In today's landscape,
organizations often encounter two
distinct types of workloads: traditional
business workloads, sometimes
referred to as legacy workloads, and
newer, transformative workloads.
While “legacy” may suggest outdated-
ness, these established workloads
have matured over the past decade
or two, forming the backbone of many
operations. Organizations typically
have dedicated infrastructure to man-
age these traditional workloads, which
continue to perform reliably.

However, the popularity of social
media, mobile technology, cloud com-
puting, and other modern innovations
has ushered in a wave of transforma-
tive workloads. These new workloads
have the potential to revolutionize
business practices, requiring orga-
nizations to adapt and evolve their
infrastructure accordingly. Unlike tradi-
tional workloads, transformative work-
loads often exhibit dynamic scaling
needs and may necessitate a different
approach to infrastructure provision.

Our approach to addressing these
evolving workload demands begins
with a comprehensive workshop. Dur-
ing this engagement, we delve deep
into understanding each workload's
specific requirements and charac-
teristics. By thoroughly understand-
ing the workload, we can explore
opportunities to optimize deploy-
ment, leveraging existing resources
wherever possible. This tailored
approach ensures that our solutions
align closely with each organization’s
unique needs.

Ultimately, the success of any project
hinges on an organization’s ability to
grasp and effectively manage the com-
plexities of different workloads accu-
rately. By prioritizing workload-centric
engagement and demonstrating tan-
gible value to our clients, we pave the
way for more successful outcomes and
sustainable business transformation.

ClO&Leader: How do you see the
overall development of the Al

ecosystem? And what particular
challenges is Lenovo addressing in
this regard?

Amit Luthra: In today's landscape, Al
has become a buzzword, with many
organizations feeling pressured to
jump on the bandwagon without fully
understanding its potential. This phe-
nomenon often leads to the "FOMO
effect” — a fear of missing out on Al's
promised benefits. However, simply
deploying Al for the sake of it can
leave organizations in a state of uncer-
tainty, stuck in the whiteboard stage
without a clear understanding of its
practical applications.

On the flip side, we've observed a
common thread among successful
organizations: forming cross-func-
tional teams, or what some refer to
as “tiger teams.” These teams bring
together individuals from IT, data sci-
ence, business analysis, and finance
to collaboratively explore how Al can
drive meaningful change within their
operations. Rather than diving into Al
unqguestioningly, these teams start by
asking critical questions: What specific
business challenges are we aiming
to address with Al? Are we looking
to enhance customer satisfaction,
streamline operations, or improve
fraud detection?

Organizations can embark on a
successful Al journey by defining clear
objectives and assembling the right
talent. For example, one organization
we worked with aimed to streamline
content creation using generative Al.
By aligning their Al efforts with their
core objectives, they could transform
verbose content into concise, visually
appealing infographics, significantly
reducing production time.

From our perspective, Al isn't a
new concept; it's rooted in years of
research and development. Leverag-
ing our legacy in high-performance
computing, we've tailored over 150
platforms specifically for Al applica-
tions. Rather than offering one-size-
fits-all solutions, we work closely with
our clients to understand their unique
data needs and design custom Al
platforms accordingly. Ultimately, the
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key to successful Al implementation

is marrying Al with data. Whether
deploying Al at the edge for real-time
data analysis or leveraging Al to derive
insights from vast datasets, the goal

is to empower organizations to make
data-driven decisions effectively.

ClO&Leader: Do you think Al and
Automation will significantly
change how businesses operate in
the next two to three years?
Amit Luthra: When we look at Al
and automation, it's evident that they
walk a fine line, divided by nuanced
differences. Al is primarily geared
towards handling non-repetitive tasks,
whereas automation thrives in manag-
ing repetitive tasks efficiently. While
there's a common misconception
that Al automates processes outright,
it's crucial to recognize their distinct
roles. To truly revolutionize business
operations, Al and automation must
complement each other seamlessly.

The true power of Al lies in its abil-
ity to facilitate decision-making pro-
cesses. For instance, Al-driven robotics
can autonomously make decisions,
whereas automation typically entails
following predefined rules learned
through training. Herein lies the syn-
ergy: Al contributes the intelligence,
while automation provides the struc-
tured execution. The harmonious col-
laboration of these technologies holds
the key to transformative outcomes.

| firmly believe that harnessing the
synergy between Al and automation
holds immense potential to drive
substantial business growth in the
foreseeable future. As organizations
refine their deployment strategies and
optimize efficiency, we can anticipate
a palpable surge in productivity and
innovation across various sectors.

Consider, for instance, the manu-
facturing domain, where Al-enabled
robotics can streamline operations sig-
nificantly. While Al creates the robots
themselves, automation steps in to
train and fine-tune their capabilities,
encompassing modules such as infer-
ence and generative Al. This holistic
approach underscores the synergetic
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relationship between Al and automa-
tion, likely to reshape industries and
unlock unprecedented possibilities.

ClO&Leader: But one of the big-
gest challenges for the industry
has been the talent shortage,
especially in Al and other emerg-
ing technologies. Are you under-
taking any collaboration programs
or initiatives to address this issue?
Amit Luthra: Indeed, talent shortage
is a significant concern. We collabo-
rate with ISVs and OEMSs to identify
niche vendors and innovative solu-
tions. Our focus is on educating the
industry on Al basics and enabling
them to understand the potential of
Al. While there’s still much to learn,
collaboration and continuous learning
will drive progress in the Al space.

ClO&Leader: How is Lenovo
advancing in terms of new innova-
tions and partnerships?

Amit Luthra: With the rise of loT and
increased data analytics at the edge,
we've developed purpose-built edge
platforms. These platforms allow for
GPU deployment in harsh environ-
ments, enabling real-time analytics
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without transmitting data to central-
ized locations.

Regarding ecosystems, it's essential
to understand the three areas where
Al can benefit data center infrastruc-
ture: We collaborate with cloud pro-
viders in the public cloud to deploy
Al-specific platforms for hyperscalers.
In private cloud environments, we
offer optimized platforms to acceler-
ate Al adoption, fostering centers
of excellence and Al discovery. We
provide uniquely tailored solutions for
sectors like retail, facilitating the tran-
sition to Al-powered computing.

Our commitment to Al innovation is
substantial, with a billion-dollar invest-
ment in our Al Innovators Program. We
collaborate closely with ISVs through
this program to optimize infrastructure
for specific use cases. For example, we

have partnerships with Deep Brain in
Korea and the US and others in retail,
loT, and BFSI sectors.

ClO&Leader: Considering Lenovo's
substantial growth in the ISG
business in India, what are your
expectations for the next year,
and how do you foresee address-
ing the industry’s challenges and
opportunities?

Amit Luthra: This year holds promise
for significant growth, with a focus on
hybrid cloud management, infrastruc-
ture modernization, and hyper-con-
vergence. We're seeing a trend toward
repatriating Al workloads, indicating a
shiftin IT strategies. Investments in as-
a-service models and Al-driven solu-
tions will drive innovation and address
the evolving needs of the industry. m
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TPL 2023: A Thrilling Season of
Innovation and Excellence

India’s premier IT strategy competition saw top ClIO-led
teams tackle real-world challenges with innovative solutions.

By ClO&Leader

he best of India’s IT minds vation, strategy, and camaraderie. short of spectacular. The objective
gathered at the Jio World The 2023 edition of Technology of the competition is for every team
Center in BKC, Mumbai, on Premier League (TPL), presented to analyze a business situation (case
Wednesday, 6 December by CIO&Leader in partnership with study), prepare an IT strategy, and
2023, to celebrate inno- Microsoft and Kyndryl, was nothing propose an IT project aligned with the
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A (from left) Kersi Tavadia, Dr. Prashun Dutta and
Dhananjay Tambe

organization's business needs. The case
studies in this year's TPL were from Man-
ufacturing, Retail, and BFSI verticals.

Championing innovation
through real-life challenges

TPL 2023 was not just a typical tech
event; it was India’s exclusive IT strat-
egy competition. It served as a friendly
battlefield where enterprise IT teams led
by top ClOs showcased their ingenuity in
solving real-life business challenges using
innovative IT solutions. The event tested
strategic thinking, teamwork, analytical
skills, and problem-solving abilities within
set constraints.

The participating teams were provided
with different sets of case studies and
tasked to present their strategic solu-
tions to address the challenges to an
independent jury of luminaries, each
with a stellar IT background. The jury,
comprising Dr. Prashun Dutta, Manage- :
ment Consultant & Author, ex-ClO, Tata A Delegates during the case study
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Power Company; Dhananjay Tambe,
CEO, C-Edge Technologies, ex-Deputy
Managing Director & CIO, State Bank
of India; and Kersi Tavadia, Execu-
tive Coach & Capital Markets Leader,
StatusNeo, ex-ClO, Bombay Stock
Exchange, brought a wealth of experi-
ence to the table, making the evalua-
tion process exceptional.

The cream of the crop: team
eligibility criteria
Each team represented a distinct
Indian company, composed of three
members led by the CIO (or equiva-
lent) and two other members, all
holding managerial or equivalent des-
ignations with a minimum of 5 years
of full-time work experience. This
ensured that only seasoned IT profes-
sionals graced the battlefield, ready to
face formidable challenges ahead.
The case studies for TPL 2023 were
thoughtfully curated from the Manu-
facturing, Retail, and BFSI verticals,
offering diverse challenges that put
the participating teams’ skills to the
ultimate test.

Speakers

TPL 2023 featured the following lineup

of speakers who added an extra layer

of brilliance to the event:

m Sreekrishnan Ventateswaran,
the CTO of Kyndryl India, shared
insights into the world of IT
innovation.

m Seema Kumar, Director - Azure
Infrastructure Solutions at Micro-
soft, provided a glimpse into the
future of technology.

Participating Teams
Nineteen enterprise IT teams

from renowned organizations came

together to compete in TPL 2023. The

list of participating teams is:

= Aditya Birla Textiles

Aegon Life

Asian Paints

Axis Asset Management Company

Godrej Industries

IDBI Bank

Jio Platforms

Kotak Life

Kotak Private Banking
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m L&T Realty Victorious Standings

m RBL Bank m Winner: Team L&T Realty

= SBI m Ist Runner-up: Team UPL

m SBI General Insurance Company ® 2nd Runners-up: Team Kotak Life

m SBI Life Insurance Company As a token of appreciation, all

= SBI Mutual Fund participants were presented with

m Sony Pictures Networks India an assured 1 gm, 24k Gold Coin.

m Supreme Industries Acknowledging their outstanding

= UPL efforts, the 2nd runner-up team mem-
m Yes Bank bers were rewarded with an assured

After two hard-fought rounds that 2 gm, 24k Gold Coin, while the 1st

kept everyone on the edge of their
seats, the distinguished jury, follow-
ing careful and intense deliberation,
announced the winning teams of Tech-
nology Premier League (TPL) 2023.

runner-up team members received

an assured 3 gm, 24k Gold Coin. The
winning team members, standing on
the pinnacle of success, were honored
with an assured 5 gm, 24k Gold Coin.
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A Winner: Team L&T Realty

Beyond the thrilling competition,
TPL 2023 unfolded as a grand finale
offering intense battles and a platform
for unlimited fun and networking
opportunities. As the sun set on a day
filled with innovation and strategy,
participants and attendees exchanged
thoughts in a delightful evening of
cocktails and dinner. This provided an
opportunity to forge new connections
and strengthen existing bonds, turn-
ing TPL 2023 into an experience that
transcended the ordinary.

Conclusion

In conclusion, Technology Premier
League 2023 emerged as a superhit,
bringing together the best minds in
the industry for a memorable event
that will resonate for years to come.

It showcased the power of innovation
and the strength of teamwork and
celebrated the brilliance of India’s

top ClOs and IT leaders. TPL 2023

was more than just an event; it was a
resounding testament to the unwaver-
ing spirit of progress and excellence! m A 2nd Runners-up: Team Kotak Life

40 | ITNEXT | JANUARY-FEBRUARY 2024



LAUNCHING

[T)SQAUAD

Here is your chance to hecome a
Digit certified tech influencer

Benefits of Digit Squad Member

Launch your own tech channel on
Digit.in

Become a Digit Certified tech

g influencer

E Engage with digit editorial team

& Make money

Apply now by
scanning the QR code

www.digit.in/digit-squad/apply.html



PA=WAGROUP DELENG/2010/33560

Innovation is life

1
+ 011 50
s
+ i .
[ e S
o011 e e +
Prevent o £ .

'C( )RROSION

" ,SERVER i HUB ; TELECOM i MSC i CAR i CTSCAN
ROOMS i ROOMS | ROOMS | ROOMS i ROOMS i ROOMS

Maximise server uptime and performance

[ ]
Easy
to Install
£y Compact&
[(X> Light Weight
Brydlir | . — Ceiling
I 'g_#_ral:enm;'_—_' | Neutralises | | Mounted
wE=e=alrBunfier) - corrosive Gases =
0

Compact Dehumidifier Data Center Air Purifier BryShield
for Humidity Control

BRY-AIR (ASIA) PVT. LTD. +918826990350 B vrvairmarketing@pahwa.com

21C, Sector-18, Gurugram - 122015 — v
Haryana, India 1800102 7620 www.bryair.com

GPF/Bryshield/ 2023-24

T NI Malaysia « China « Switzerland « Brazil « Nigeria « Vietnam « Indonesia « Philippines u
OFFICES « Korea « Japan « UAE « Saudi Arabia « Bangladesh « USA « Canada




	00 A IT Next Cover_Jan-Feb2024
	00 B IFC - 25th Annual C&L Conference
	01 Edit_Jan-Feb2024
	02-03 Contents_Jan-Feb2024
	04-06 CapitaLand Advertorial - IT Next_Jan-Feb2024
	07 - Digit Facebook
	08-09 News & Views_Jan-Feb2024
	10-25 Cover Story_Jan-Feb2024
	26-27 Techguru@25_Jan-Feb2024
	28-36 Interview_Jan-Feb2024
	37-40 Event Report_TPL_Jan-Feb2024
	C IBC - Digit Squad
	D Back Cover - Bry-Air

