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EDITORIAL

Thisis nowyour

latform!

| invite you to be part of
this effort that will help
the entire community. IT
NEXT is now truly for you,
of you and by you.

Shyamanuja Das

decade back, did a full issue from user-generated
content. That time, it was a sort of novel experiment.
We have come a long way since then. Social Media has
since made users’ voices more mainstream.

This issue that you are holding in your hand is the next evo-
lution in that direction. This is not just user generated but has
been curated by our edit team from the opinion of experts who
are the current and future enterprise IT leaders, all of whom are
past winners of Next100 awards.

The articles are on specific topics: Artificial Intelligence, Data,
cloud, and security. These are part of the theme of our annual
conference, which will also host the Next100 awards.

As the CIO role gets transformed into CIDO (Chief Informa-
tion and Digital Officer), these future leaders’ perspectives will
increasingly become important for successful digital transforma-
tion of businesses in fact, the future of business itself.

This is not a one-off experiment. IT NEXT will now be the plat-
form for idea and opinion sharing for next-generation IT lead-
ers, of course with a little curation from the editorial team.

By actively contributing to IT NEXT, you will not only enrich the
collective knowledge and expertise of our community but also
play a vital role in shaping the future of business and technology.

In the upcoming edition, our focus will be on celebrating
the courage of those IT leaders who dare to dream big, the
determination of those who challenge established norms, and
the unwavering resilience of those who forge ahead despite
uncertainties.

We invite you to embark on this incredible journey with us
as we navigate the ever-evolving IT landscape. Your voice holds
significance, and IT NEXT is your own platform to share your
insights and ideas. Your contributions will make a lasting impact,
empowering us all to embrace the opportunities that lie ahead.
So, join us, and together, let's pave the way for a promising tech-
nological tomorrow.

I invite you to be part of this effort that will help the entire
community. IT NEXT is now truly for you, of you and by you. m
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NEWS & VIEWS

Why Al And Robotics
Fail To Conguer Supply
Chain Challenges

Organizations need to take a holistic approach that
considers people, processes, and technology

By IT NEXT




echnologies such as Artificial
intelligence (Al) and robots
alone cannot save the day
when it comes to fixing sup-
ply chain problems. While
many organizations = believe that
these advanced technologies can
make sure everything runs smoothly,
from getting raw materials to deliv-
ering products to customers. But
according to experts at Gartner, that's
not entirely true. They say that relying
solely on technology won't solve the
decline in supply chain productivity.

According to a recent survey con-
ducted by Gartner, titled the Global
Labor Market Survey, 2,613 supply
chain employees were asked about
their work challenges. The results
were quite surprising:

Only 25% of the supply chain work-

force is fully engaged. That means

most workers aren't really invested
in their jobs.

Turnover in the supply chain func-

tion is 33% higher than before the

pandemic. More employees are
leaving their roles.

Just 16% of the supply chain

workforce is willing to go the extra

mile and do more than what's
expected of them.

So, why can't Al and robots fix all
the supply chain problems on their
own? Let's find out.

Technology has its limits: Tech-
nology has done wonders for supply
chain management. It has brought
automation, data analytics, and Al
tools into the picture, which have
improved efficiency, visibility, and
decision-making. But relying solely on
technology overlooks the complexity
of the problem.

The human element: Supply chain
operations involve many people, like
suppliers, manufacturers, distributors,
and customers. Technology can make
things easier, but we still need human
expertise and collaboration. Skilled pro-
fessionals who can make smart deci-
sions, manage relationships, and adapt
to unexpected situations are crucial.

Process optimization: Technology
can automate and optimize parts of

Only 25% of the
supply chain

workforce is
fully engaged.
That means most
workers aren’t
really invested in
their jobs.

the supply chain, but it's only effec-
tive if the underlying operations are
well-designed. Even with latest tech-
nology, inefficiencies and bottlenecks
can hamper productivity. Organiza-
tions need to regularly review and
improve their strategies to make last-
ing progress.

Dealing with change: Introduc-
ing new technology often means
changing the way organizations are
structured, their culture, and even
employee roles. But people can
resist change, which can prevent the
successful adoption of technology
and limit its impact on supply chain
productivity. It's important to have
a comprehensive plan to manage
change effectively and make the most
of new technologies.

Taking a holistic approach
To tackle supply chain productivity
challenges, organizations need to take
a holistic approach that considers
people, processes, and technology.
Here are some key things to focus on:
Developing talent: Hiring and
training the right people is crucial for
supply chain success. Organizations
should identify individuals with the
right skills and provide training to
enhance their abilities. Encouraging
collaboration and sharing knowledge
across different roles can create a cul-
ture of continuous improvement.

NEWS & VIEWS H

Optimizing processes: Regularly
reviewing processes and using lean
principles can uncover areas that
need improvement. By eliminating
bottlenecks, reducing waste, and
streamlining workflows, organizations
can boost efficiency and productivity.
It's important to involve everyone
in the supply chain to ensure every-
one benefits.

Collaboration and partnerships:
Building strong relationships with
suppliers, distributors, and logistics
providers is essential for supply
chain productivity. Transparency,
coordination, and agility can be
achieved through collaboration.
Embracing technologies that facilitate
collaboration and data sharing can
create a responsive and efficient
supply chain network.

Continuous improvement: Orga-
nizations should establish ways to
monitor and evaluate supply chain
performance on an ongoing basis. Key
performance indicators (KPIs) can help
identify areas that need improvement
and measure the impact of interven-
tions. By fostering a culture of contin-
uous improvement, organizations can
adapt to changing market dynamics
and stay ahead of the competition.

Conclusion

While technology undoubtedly plays
a vital role in improving supply chain
productivity, organizations must
recognize that it is not a panacea.
Addressing the underlying challenges
requires a holistic approach consider-
ing the human factor, process optimi-
zation, and collaboration across the
supply chain.

By investing in talent development,
optimizing processes, fostering col-
laboration, and embracing continu-
ous improvement, organizations can
unlock the true potential of their
supply chains and overcome pro-
ductivity declines. Organizations can
achieve sustainable supply chain suc-
cess in the increasingly complex
business landscape through a bal-
anced integration of people, pro-
cesses, and technology. m
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Google Fig
Chrome
Enhances User Security

Google removes malicious Chrome extensions with
75 million installs from store

By N

Nts Malicious

-Xtensions,

ishaSharma




0 protect user privacy

and security, Google has

swiftly taken action against

a network of malicious

Chrome extensions. With an
alarming 75 million downloads, these
extensions were discovered engaging
in suspicious activities that severely
threatened users. With prompt action,
Google has successfully removed the
extensions, ensuring the safety of its
vast user base.

The threat unveiled -
malicious intent behind
chrome extensions

Behind the innocent fagade of popular
Chrome extensions lurked a network
of deceptive software, discreetly
collecting sensitive user data and
executing unauthorized actions. This
discovery sent shockwaves through
the cybersecurity community, high-
lighting the potential dangers unsus-
pecting users face.

Rapid response - Google's
commitment to user safety
Acknowledging the gravity of the situ-
ation, Google’s security team collabo-
rated with independent researchers
to investigate and assess the impact
of the malicious Chrome extensions.
They aim to swiftly eliminate threats
and protect users from data breaches
and malware attacks.

Shielding users - removal

and disabling of malicious
extensions

Taking immediate action, Google
promptly removed the malicious
extensions from its Chrome Web
Store, preventing further harm. In
addition, the company disabled the
extensions on devices where they had
already been installed. By doing so,
Google protected its users, ensuring
their privacy and security were upheld.

Malicious activities unveiled
- compromised browsing
experience

The scope of the malicious Chrome
extensions’ activities became evi-

dent as investigations progressed.
Users were subjected to intrusive
advertisements, redirected to suspi-
cious websites, and at risk of having
their personal information stolen.

The extensions compromised user
security and disrupted their browsing
experience, underscoring the need for
immediate action.

Google’s vigilance -
investigating and mitigating
the threat

Google’s security team thoroughly
investigated the malicious Chrome
extensions and demonstrated its com-
mitment to user safety. Their efforts
aimed to identify the extent of the net-
work and eliminate any potential risks.
This proactive approach reaffirms
Google’s dedication to maintaining the
highest cybersecurity standards.

With an alarming
75 million
downloads,

these extensions
were discovered
engaging in
suspicious activities
that severely
threatened users.
—

User Responsibility -
reviewing and removing
suspicious extensions

To ensure optimal protection, users
must carefully review their installed
Chrome extensions and remove any
suspicious or unnecessary ones.
Users can mitigate risks and enhance
their online security by taking this pro-
active step.

Unmasking malicious extensions:
Avast detects new threats on the
Chrome Web Store, revealing that
Malicious browser extensions are

NEWS & VIEWS |

tricky because of how they are made;
the wings are intended to perform
valuable functions, so at first glance,
they seem innocuous. However, the
obfuscated code of harmful origin is
concealed within their code. The final
payload appears aware that spam-
ming individuals with unsolicited
advertisements and search result
hijacking, which modifies search
experiences by showing sponsored
links, paid search results, and pos-
sibly harmful links, are bad for users’
search experiences.

Software Updates - key to
strengthening security
Keeping Chrome and other software
up to date is vital in fortifying digital
defenses. Regular software updates
often include essential security
patches that protect against known
vulnerabilities. Users can bolster their
protection against emerging threats
by prioritizing updates and maintain-
ing a secure browsing environment.

Persistent cyber threats - the
importance of vigilance

The incident is a stark reminder of

the ongoing challenges cyber threats
pose. While Google and other tech-
nology companies work diligently to
combat risks, users must remain vigi-
lant in their online activities. By staying
informed and adopting safe browsing
practices, users can actively contribute
to their cybersecurity.

Conclusion

Google’s swift response in removing
malicious Chrome extensions with
millions of downloads underscores

its unwavering commitment to user
security. By eliminating the threat and
taking proactive measures, Google has
effectively protected users’ personal
information and prevented potential
cyberattacks. Users, too, must play
their part by reviewing installed exten-
sions, keeping software updated, and
maintaining a cautious approach in
the face of evolving cyber threats.
Together, these efforts paved the way
for a safer digital landscape. m
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Cap/taLand J0SLEADER

We focus on Building Resilient, Secure,
and Sustainable Data Centres for India

Surdgjit Chatterjee, Managing Director of Data Centre at CapitaLand Investment,
Discusses his Company’s India Strategy and Data Centre Trends

Amidst India’s ongoing digital revolution and the increas-
ing adoption of data-intensive technologies like cloud
computing, Al, 5G, and |oT, the demand for data centres is
rising significantly. As data localisation regulations come
into effect, organisations are seeking reliable and secure
local computing powerhouses that can provide scalable
data storage and processing infrastructure.

CapitaLand Investment, a Singapore-based company,
recognizes these emerging needs and is actively expand-
ing its investments in India. They aim to deliver innova-
tive, secure, and dependable data centre solutions to
support India’s ongoing digital transformation. In a recent
interaction with ClO&Leader, Surajit Chatterjee, the
Managing Director of Data Centre, India at CapitaLand
Investment, provides insights into his company’s plans
for India and discusses current data centre trends. Here
are the excerpts from the interview.

What factors contribute to the growing demand for data centres in India?

India is currently experiencing a digital revolution. We saw this firsthand at CapitalLand, as the demand
for data centres is increasing significantly. The exponential growth of digital services, e-commerce,
cloud adoption, and remote work has dramatically increased demand for data centres. With the rise of

data-intensive technologies such as Al, loT, and Big Data, there has never been a greater demand for
robust, dependable, and scalable data storage and processing infrastructure. Regulatory initiatives
that encourage data localisation have also contributed to this desire. CapitalLand is ideally positioned
to address these expanding demands. We are devoted to offering innovative, dependable, and secure
data centre solutions to support India’s continuing digital transformation.

https://www.capitaland.com/en.html



* How does CapitalLand utilise new-age technologies to drive innovation and
efficiency in data centres?

CapitaLand is leveraging emerging technologies to boost innovation and efficiency in its data centres. Artificial
Intelligence and Machine Learning are crucial to our operations, allowing us to do predictive maintenance and reduce
downtime. loT sensors are crucial in real-time monitoring, allowing us to optimise operations and effectively requlate
energy consumption. Automation technologies expedite our operations, and future-ready technology enables us to
provide scalable, personalised services. Our dedication to implementing these innovative solutions distinguishes us,
and we are delighted to be pioneers in this tech-driven transformation of data centre services.

» What are the emerging trends in Data Centre Infrastructure Management (DCIM)?

Data Centre Infrastructure Management (DCIM) is evolving due to the incorporation of Al, IoT, and cloud technologies.
Al and machine learning will allow us to evaluate data and predict maintenance requirements, thereby reducing
equipment breakdowns and maximising uptime. loT devices enable us to monitor numerous environmental elements
and the health of our equipment in real-time, allowing us to respond swiftly to any difficulties. CapitaLand is at the
forefront of these trends, ensuring its data centres are future-proof and run efficiently.

* How are you integrating renewable energy sources into your operations?

Sustainability is essential to CapitalLand’s business. Whenever possible, we are integrating sustainable energy sources
into our data centres. Not only does using solar panels and wind energy lower our carbon footprint, but it also
increases our energy efficiency. Additionally, we are investigating alternative renewable energy sources and
integrating energy-efficient designs and technologies. Our efforts in this area indicate our determination to lead the
data centre industry into a more sustainable future.

* How do data centres tackle the challenges posed by increasing data storage and
processing demands?
The exponential growth in data storage and processing requirements is a crucial obstacle for the data centre sector.
CapitalLand is equipped to meet these requirements. Our scalable data centres allow us to satisfy our customers in
expanding data storage requirements. For rapid data access, we are introducing sophisticated storage technologies.
In addition, load balancing and efficient data distribution techniques will help us successfully control processing
loads, allowing us to retain optimal performance and dependability.

What are the key considerations for ensuring data centre security and resilience?

Data centre operations place the utmost significance on data security and resiliency. CapitalLand is investing in
cutting-edge physical security systems and tight access controls to protect our facilities’ safety. We are deploying
network firewalls, intrusion detection systems, and sophisticated data encryption measures on the digital front. We
have also included robust disaster recovery methods, such as redundant systems and regular data backups. Regular
vulnerability evaluations and audits allow us to detect and mitigate any issues proactively, providing our clients with
the most significant data security.

How do data centres leverage virtualisation technologies for improved resource utilisation
and scalability?

Virtualisation technologies provide numerous benefits for data centre operations. CapitaLand is utilising these
technologies to maximise resource utilisation and scalability. Allowing numerous virtual servers to run on a single
physical server may increase efficiency and minimise expenses. Software-defined storage and networking further
optimise resource allocation, allowing us to expand our services in response to fluctuating demand.

What does the future hold for data centres in India? What are your plans?

The outlook for data centres in India is very positive. The rate of digital transformation is accelerating, and data
localisation policies will increase the demand for data centres. CapitaLand will continue to invest in modern
technologies and infrastructures, improve energy efficiency, and promote sustainability in the future. We intend to
extend our presence with more resilient, secure, and environmentally friendly data centres to serve India's
enterprises & its digital infrastructure requirements.

Reach out to us at: dcmarketing@capitaland.com to learn more.
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ith less than a month remaining to
the highly anticipated Grand Finale
of the 14th Next100 Award Cer-
emony, India's exclusive program
aimed at identifying future Chief
Information Officers (CIOs), we
thought it the perfect time to intro-
duce a special edition of IT Next, written entirely by
the Next100 winners.

This edition marks the inaugural release of
its kind, featuring 11 Next100 winners who
have shared their invaluable perspectives on the
latest trends and technologies reshaping the
enterprise landscape and revolutionizing how
organizations operate.

Through their insightful articles, we explore how
different technologies and tech trends are revo-
lutionizing industries and transforming organiza-
tions' operations.

EXPLORING TECHNOLOGICAL ADVANCEMENTS

This edition of IT NEXT covers a wide range of sub-
jects, with our Next100 winners delving into the
impact of Al, cloud computing, cybersecurity, and
blockchain on various industries. Their analysis
highlights how these cutting-edge advancements
are reshaping the foundations of businesses, push-
ing them toward unprecedented growth and suc-
cess. We sincerely appreciate all the contributors
for sharing their expertise and shedding light on
the transformative power of these technologies.

THE IMPORTANCE OF TALENT ACQUISITION
AND DEVELOPMENT

In addition to technological advancements, this
edition emphasizes the critical aspect of talent
acquisition and development. Recognizing skilled
professionals' pivotal role in driving innovation and
sustainable growth, the authors shed light on the
essential qualities and competencies required to
cultivate a future-ready workforce. Their invaluable
insights provide organizations and future CIOs with
a roadmap for navigating the dynamic landscape
of talent acquisition, development, and retention in
an era of rapid technological advancements.

This entire issue promises to be an invaluable
resource for aspiring ClOs, as their peers have
written it.

NEXTIOO WINNERS SPECIAL FUTURE ﬂp
ClOs

JOIN US

We are committed to bringing you more such
issues in the coming year. We invite you to share
your interest in writing about the technology
areas that intrigue you or consider joining our
quarterly editorial panel, for a specific period,
leading the way in delivering engaging content to
the community.

Joining our editorial panel provides you with an
exceptional opportunity to influence the direction
of IT Next magazine. By leading the editorial strat-
egy, you can contribute to the selection of topics,
the creation of content, and the overall vision of
the publication. Your expertise and ideas will play
a crucial role in shaping the magazine for the ben-
efit of Future CIOs and technology enthusiasts.

We invite you
to share your interest in
writing about the technology areas
that intrigue you or consider joining
our quarterly editorial panel. By

expressing your interest, you can have
the opportunity to shape the editorial
strategy of IT Next magazine for a
specific period, leading the way in
delivering engaging content
to the community.

FEEDBACK

We value your thoughts and feedback, and we
encourage you to share them with us. If you have
any comments, suggestions, or feedback regard-
ing the content or any aspect of IT Next, please
feel free to reach out to the editor, Jatinder Singh,
at Jatinder.singh@9dot9.in. Your input will help
us continuously improve and deliver content that
resonates with our readers.

Thank you for your support, and we eagerly
anticipate your thoughts and suggestions. m
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How Tech Is Transforming
The Way We Explore The World

The integration of Al, cloud and analytics has made travel
more accessible, affordable, and enjoyable than ever before

he COVID-19 pandemic has
brought significant changes
to travel technology, leading
to the closure of numerous
airlines and hotels world-
wide and a complete halt to all travel
types. However, the travel industry
has rebounded post-pandemic and
is now profitable again, largely due to
the integration of technology that has

12 | ITNEXT | APRIL-MAY-JUNE 2023

By Manoj Srivastava

brought improvements to the indus-
try. Online booking platforms and
mobile apps have made travel more
accessible, affordable, and enjoyable
for millions of people globally.

Artificial Intelligence (Al), could revo-

lutionize the booking experience by
allowing platforms to offer personal-
ized recommendations based on user
behaviors' and preferences.

With ongoing advancements in
technology, the travel industry con-
tinues to evolve and offer hassle-free
and enjoyable experiences for travel-
ers around the globe. Although these
technological advancements have
transformed the travel experience, it
is crucial to strike a balance between
technology and human interaction
to ensure that travelers can still have



personalized and authentic travel
experiences.

One of the most transformative
changes in travel technology is the
emergence of online booking plat-
forms. Previously, travelers relied
heavily on travel agents to book their
flights and accommodations, which
could be both costly and time-con-
suming. However, with the advent of
online travel portals and other online
travel agencies (OTAs), anyone with
an internet connection can now easily
book their flights and lodging within
minutes. Additionally, mobile apps
have also revolutionized the travel
industry, making it more convenient
and accessible than ever before.

Online booking experience
The online booking experience has
come a long way in recent years, but
there is still much room for improve-
ment. As technology continues to
evolve, here are some potential areas
of development that could shape the
future roadmap for online booking
experience, Artificial Intelligence (Al),
could revolutionize the booking expe-
rience by allowing platforms to offer
personalized recommendations based
on user behaviour and preferences.
For example, an Al-powered booking
platform could suggest destinations,
flights, and hotels based on the user's
search history and past travel pat-
terns. Virtual and Augmented Reality
(VR/AR) technology could transform
the booking experience by allow-

ing users to explore destinations

and hotels before they book. Users
could take virtual tours of hotels and
attractions, helping them make more
informed decisions and enhancing
their travel experience, Voice-enabled
Interface assistants like Alexa are
becoming more prevalent, and travel
booking platforms could leverage this
technology to make the booking expe-
rience more natural and intuitive.

For example, users could use
voice commands to search for flights
and hotels, and the platform could
use natural language processing to
understand user preferences, block-

INDIA’
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chain technology could improve the
security and transparency of online
bookings by providing a decentralized
and secure way to store and share
data. For example, travelers could use
blockchain-based platforms to store
and manage their travel documents,
eliminating the need for physical cop-
ies. As more people rely on mobile
devices to make travel bookings, a
mobile-first approach will be crucial
for online booking platforms. This
means designing interfaces that are
optimized for mobile devices and
offering features like push notifi-
cations and in-app messaging to
improve the user experience. Overall,
the future of online booking experi-
ence will be shaped by the continued
evolution of technology. The key will
be to focus on improving the user
experience by leveraging the latest
advancements in Al, VR/AR, voice-
enabled interfaces, blockchain, and
mobile technology.

BOT playing significant role in
travel domain

Bots, or chatbots, are playing an
increasingly significant role in the
travel domain by automating customer
service and providing personalized
recommendations to travelers. Here
are some ways in which bots are
transforming the travel industry, Bots
can handle a wide range of customer
service requests, such as providing
information about flights, hotels, and
destinations, and resolving com-

mon issues like booking changes and
cancellations. By automating these
tasks, bots can reduce the workload

of human customer service agents

and provide faster and more efficient
service to travelers. Personalized Rec-
ommendations: Bots can use artificial
intelligence and machine learning algo-
rithms to provide personalized recom-
mendations to travelers based on their
preferences and past behaviour. For
example, a bot could suggest destina-
tions, hotels, and activities based on
the traveler's search history and previ-
ous bookings, bots can assist travelers
with the booking process by providing

10

real- time information about flight and
hotel availability, pricing, and promo-
tions. Bots can also help travelers
compare prices and features across
different booking platforms to find the
best deals, BOTs can assist travelers
who speak different languages by pro-
viding language translation services.
By integrating with language transla-
tion APIs, bots can translate messages
and provide responses in real-time,
allowing travelers to communicate
more effectively with customer service
agents and local businesses, 24/7
Availability: Bots are available 24/7,
allowing travelers to get assistance
and information at any time, even
outside of regular business hours. This
can be particularly helpful for travelers
who are in different time zones or who
are experiencing travel disruptions like
flight delays or cancellations.

Overall, bots are playing an increas-
ingly significant role in the travel
domain by automating customer
service, providing personalized recom-
mendations, and assisting travelers
with booking and language transla-
tion. As technology continues to
evolve, bots are likely to become even
more sophisticated and play an even
more significant role in shaping the
future of the travel industry.

Customer expectations
Today's customers expect airlines and
OTAs platforms to provide a seamless
and personalized travel experience,
customers expect a seamless book-
ing experience, where they can easily
search for and compare flights and
hotels across multiple platforms. They
also expect the booking process to
be easy to navigate and complete,
with clear pricing and fee structures.
Customers expect personalized rec-
ommendations based on their travel
preferences, past behavior, and loyalty
status. Airlines and online booking
platforms can use artificial intelligence
and machine learning algorithms to
offer personalized recommendations
for flights, hotels, and activities.
Customers expect transparent pric-
ing, with no hidden fees or charges.
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They want to be able to compare
prices across different platforms and
see a breakdown of all costs before
booking, efficient check-In and board-
ing process, with minimal wait times
and hassle. They want to be able to
check in online, choose their seat, and
receive real-time updates about their
flight status.

Customers expect a comfortable
and entertaining in-flight experience,
with amenities like Wi-Fi, in-flight
entertainment, and comfortable seat-
ing. They also expect high-quality food
and beverage options, with options for
dietary restrictions and preferences.

There are also expectations around
fast and efficient customer service,
with prompt responses to inquiries
and issues. They also expect air-
lines and online booking platforms
to proactively notify them of flight
changes or cancellations and offer
flexible rebooking options. Overall,
today's customers expect airlines and
online booking platforms to provide
a seamless and personalized travel
experience, with transparent pric-
ing, efficient check-in and boarding,
comfortable in-flight amenities, and
excellent customer service. Meeting
these expectations requires a com-
mitment to customer-centricity and a
willingness to leverage technology to
enhance the customer experience.

Cloud adoption in travel
domain

Cloud adoption can help travel com-
panies save costs by reducing the
need for expensive hardware and
infrastructure. Instead of investing in
on-premise servers and IT staff, travel
companies can leverage cloud-based
solutions and shared resources, which
can be more cost-effective in the long
run. cloud-based solutions, travel
companies can quickly and easily add
or remove resources as needed to
meet changing demand, without hav-
ing to invest in expensive hardware
or infrastructure. Cloud adoption

and economy of scale can provide
travel companies with greater flex-
ibility in terms of their technology and
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Cloud adoption and economy of scale can
provide travel companies greater flexibility
regarding technology and resource needs.

resource needs. Cloud-based solu-
tions can be more easily customized
to meet the specific needs of travel
companies, allowing them to adapt
quickly to changing market conditions
and customer demands. Improved
Security, cloud-based solutions can
provide travel companies with better
security and data protection. Cloud
providers typically have advanced
security measures in place to protect
against cyber threats, which can be
more difficult for smaller travel com-
panies to implement on their own.
Cloud adoption and economy of
scale can improve collaboration and
communication between different
teams and departments within travel
companies. Cloud-based solutions can
provide a central location for storing
and sharing data, making it easier for
teams to work together and share
information. Overall, cloud adoption
and economy of scale can provide
significant benefits for the travel indus-
try, including cost savings, scalability,

enhanced flexibility, improved security,
and increased collaboration. As the
travel industry continues to evolve and
adapt to changing market conditions,
cloud adoption and economy of scale
are likely to become even more impor-
tant for travel companies looking to
remain competitive and profitable.

How crucial is
competitiveness for survival
in the travel industry?

The travel industry is a highly com-
petitive sector where survival is
dependent on a company's ability

to continuously innovate and adapt
to changing market conditions. To
remain competitive, travel companies
must prioritize meeting and exceed-
ing customer expectations by offering
high-quality products and services,
exceptional customer service, and
staying abreast of the latest trends
and technologies. Differentiation is
key to standing out in a crowded mar-
ket, and travel companies can achieve



this by providing unique offerings like
specialized tours or exclusive travel
packages or providing a superior cus-
tomer experience.

Effective cost management is also
critical for travel companies to remain
competitive. This entails controlling
expenses like labor, marketing, and
distribution costs while optimizing their
operations for maximum efficiency.
Given that technology is rapidly trans-
forming the travel industry, companies
that do not adopt the latest technolo-
gies risk falling behind their rivals. Thus,
travel companies must embrace new
booking systems, mobile apps, and
social media marketing strategies to
reach customers effectively.

Overall, competitiveness and sur-
vival in the travel industry require
agility, adaptability, and innovation. By
keeping track of customer needs and
expectations, differentiating them-
selves from competitors, managing
costs, adopting new technologies,
and partnering with other companies,
travel companies can enhance their
chances of success in a constantly
evolving and challenging market.

Travel technology ecosystem
The travel technology ecosystem

can be described in terms of the
various technology solutions and
platforms that are used by travel com-
panies and consumers to plan, book,
and manage travel. Here are some

of the key components of the travel
technology ecosystem:

Online Travel Agencies (OTAs):
OTAs are platforms that allow con-
sumers to search for and book travel
products and services, such as flights,
hotels, and rental cars. Examples of
OTAs include EaseMyTrip, Expedia,
Booking.com, and many more.

Global Distribution Systems
(GDSs): GDSs are networks that allow
travel companies to distribute their
products and services to travel agen-
cies and other third-party providers.
Examples of GDSs include Amadeus,
Sabre, and Travelport.

Travel Management Companies
(TMCs): TMCs provide travel manage-
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ment services to corporate clients,
such as booking travel for employees
and managing their travel expenses.
Examples of TMCs include EaseMy-
Trip, American Express

Airline Reservation Systems
(PSS): Airline reservation systems are
platforms that airlines use to man-
age their inventory and booking pro-
cesses. Examples of airline reservation
systems include Amadeus Altéa,
SabreSonic, and TravelSky.

Mobile Applications: Mobile apps
allow consumers to book and manage
travel products and services on their
mobile devices. Examples of travel
apps include EaseMyTrip.

Payment Solutions: Payment solu-
tions allow consumers to securely
make payments for travel products
and services. Examples of payment
solutions include PayPal, Rupee Pay,
Mobikwik Razorpay etc

A Travel meta-search Engine
(MTSE): is a search engine that
enables travelers to search for travel-
related information such as flights,
hotels, car rentals, and vacation pack-
ages across multiple travel websites
at once. Instead of searching for travel
deals on individual travel websites, a
travel metasearch engine allows users
to compare prices and availability
from several sources, all in one place.

MTSEs work by aggregating and
displaying the results of multiple travel
sites, most popular examples of travel
meta-search engines include Kayak,
Skyscanner, and Google Flights. These
platforms allow travelers to compare
prices, find the best deals, and book
their travel arrangements directly
from the website.

Analytics and business intelligence:
Analytics and business intelligence
solutions provide travel companies
with insights into consumer behaviour
and trends, allowing them to optimize
their offerings and improve their per-
formance. Examples of analytics and
business intelligence solutions include
Google Analytics, Tableau, and SAS.

Overall, the travel technology
ecosystem is a complex and inter-
connected network of platforms, solu-

ClOs

tions, and technologies that are used
by travel companies and consumers
to facilitate the planning, booking, and
management of travel.

ChatGPT and its impact

The travel technology industry can
benefit from ChatGPT's support in
several ways. Firstly, ChatGPT can
provide up-to-date information on the
latest travel technology trends and
developments to both consumers and
industry professionals. This includes
new products and services, emerging
technologies, and best practices.

Secondly, ChatGPT can answer
questions from both consumers and
industry professionals regarding travel
technology topics. For example, it
can provide guidance on how to use
specific travel apps or platforms, how
to improve website usability and user
experience, and how to stay current
with the latest travel technology trends.

Thirdly, ChatGPT can offer recom-
mendations to both consumers and
industry professionals on which travel
apps, platforms, and solutions are
best suited for their specific needs
and preferences.

Fourthly, ChatGPT can provide
training and education to industry
professionals on how to effectively use
specific travel technology platforms
and solutions. Additionally, it can help
professionals optimize their websites
and marketing strategies to reach
their target audiences.

Finally, ChatGPT can conduct
research into the latest travel technol-
ogy trends and developments and
share the findings with both consum-
ers and industry professionals. By
doing so, ChatGPT can promote
innovation, best practices, and growth
in the travel technology industry,
benefiting both consumers and indus-
try professionals. m

The author is the

Chief Information
Officer of Ease My Trip,
and was recognized as
a Next100 Winner
in2019.

APRIL-MAY-JUNE 2023 | ITNEXT | 15



HUPURE ﬂm NEXTIOO WINNERS' SPECIAL
ClOs

How Technology Is Changing
The Business Landscape

Technology is not just changing the future of work,
it is fundamentally reshaping the business landscape in
a revolutionary way

echnology's impact on the
future of work is already
visible through the auto-
mation of jobs and the
transformation of the way
we work using digital technologies.
However, it is crucial to acknowledge
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By Rohit Kumar Sharma

that technology is not the sole driver
of change. Social and economic fac-
tors also play a significant role in
shaping the future of work, as noted
by Klaus Schwab, the Founder and
Executive Chairman of the World
Economic Forum.

The concept of the future of work
is evolving rapidly, driven by the adop-
tion of new technologies and the
changing business landscape. The
rapid advancement of technology
presents a plethora of opportunities
for businesses to streamline their



processes, boost productivity, and
promote innovation. This digital revo-
lution has caused significant upheaval
for businesses, with technology
advancing at an unprecedented pace.

The importance of agility and
adaptability

The concept of 'The Future of Work' is
rapidly changing, fueled by the adop-
tion of new technologies and the
evolving business landscape. With tech-
nology advancing at an unprecedented
pace, businesses are experiencing

a major upheaval, where the digital
revolution presents a wealth of oppor-
tunities to streamline processes, boost
productivity, and drive innovation.

As the saying goes, "It's not the
big fish that eats the small fish, it's
the fast fish that eats the slow fish"
highlighting the importance of agility
and adaptability to new technology
in the business world. To stay ahead
of the curve, many organizations are
embracing new technologies.

One of the most significant ways
technology is transforming the busi-
ness landscape is through automation
and the rise of artificial intelligence
and robotics. This shift towards auto-
mation is increasing efficiency and
reducing costs for businesses, while
big data and analytics are enabling
them to collect, analyze, and act on
vast amounts of data to make more
informed decisions. Additionally,
remote working has accelerated the
use of digital collaboration tools,
allowing businesses to work more effi-
ciently across distributed teams while
reducing the need for physical office
space. The adoption of emerging tech-
nologies such as 5G, AR/VR, Machine
learning, and blockchain will create
new opportunities for businesses to
innovate and drive growth.

As technology continues to advance
at an unprecedented pace, it will inevi-
tably have a profound impact on the
future of work.

Impact and Benefits of
technological change
Technological change will have a pro-
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The changing technological landscape
presents many opportunities for businesses.
Automation and Al can create new job

roles and transform existing ones, while
remote work can reduce overhead costs and
increase productivity.

found impact on the way businesses
operate. Automation and artificial
intelligence (Al) are already trans-
forming industries, and remote work
is becoming increasingly prevalent.
The gig economy is also growing, and
upskilling and reskilling are becom-
ing more important to adapt to new
technologies. Businesses will need
to adapt quickly to stay ahead of the
curve and remain competitive in

the marketplace.

Businesses can benefit greatly
from technological change, including
increased efficiency, reduced costs,
and access to a wider pool of talent.
Additionally, remote work can help
employees achieve a better work-life
balance, while the gig economy
can offer workers greater flexibility
and independence.

Challenges

While technological change undoubt-
edly brings many benefits, there are
also some significant challenges that
businesses must face. One of the

main concerns is the impact of auto-
mation and Al on jobs. While these
technologies can increase efficiency
and reduce costs, they may also lead
to job losses in certain industries,
particularly those that rely heavily on
manual labor. This can have a sig-
nificant impact on workers and their
families and may require support from
governments and other organizations
to ensure a smooth transition to new
employment opportunities.

Another challenge presented by
technological change is the rise of
remote work. While this can offer
benefits such as improved work-life
balance for employees, it can also
create communication and collabora-
tion issues for businesses. Managers
may struggle to keep remote workers
engaged and motivated, and it can
be difficult to maintain a cohesive
company culture when employees are
geographically dispersed.

The gig economy is another aspect
of technological change that presents
challenges for businesses. While it
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offers greater flexibility and indepen-
dence for workers, it can also create

issues around fair treatment and com-

pensation. Many gig workers do not
receive benefits such as healthcare
or retirement savings plans and may
struggle to earn a living wage.

Finally, upskilling and reskilling are
becoming increasingly important as
technological change continues to
accelerate. However, these processes
can be time-consuming and expen-
sive for both businesses and workers.
Businesses need to invest in the train-
ing and development of their employ-
ees to ensure that they have the skills
needed to remain competitive in the
changing business landscape.

Opportunities

The changing technological landscape
presents many opportunities for busi-
nesses. Automation and Al can create
new job roles and transform existing
ones, while remote work can reduce
overhead costs and increase produc-
tivity. The gig economy can provide
access to a wider talent pool, and
upskilling and reskilling can lead to a
more skilled and adaptable workforce.
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Businesses need to invest in the training
and development of their employees to
ensure that they have the skills needed to
remain competitive in the changing business

landscape.

There are many use cases for
technological business change. For
example, automation can improve
manufacturing processes and reduce
errors, while Al can help businesses
make more informed decisions.
Remote work can help companies
access talent from all over the world,
and the gig economy can help busi-
nesses scale up or down as needed.
Upskilling and reskilling can help busi-
nesses stay ahead of the curve and
adapt to new technologies.

Conclusion

In conclusion, the future of work will be
significantly influenced by technological
advancements, and businesses need
to adapt to remain competitive. Upskill-
ing and reskilling are critical invest-

ments that businesses must make to
equip their employees with the skills
and knowledge needed to succeed in
an ever-changing job market. While
these changes present some chal-
lenges, they also present opportunities
for businesses to thrive by positioning
themselves for success using the right
tools and resources. By embracing
these changes and investing in their
workforce, businesses can navigate the
future of work successfully. m

The author is currently
working as a Program
Manager at T-Systems
International, and
was recognized as

one of the winners of
Next100 2020
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The Future Of Manufacturing
Through Digital Transtormation

To succeed in implementing a smart factory, evaluate,
choose, plan, test, and monitor outcomes strategically

anufacturers face
multiple challenges in
today's volatile market.
One of the biggest
concerns for them is to
adapt quickly to changing market con-
ditions, and identify potential issues
before they become major problems.
To remain viable and increase their
agility, manufacturers must remotely

By Gyan Prakash

monitor equipment, detect anomalies,
and respond to supply chain disrup-
tions promptly. Digital transforma-
tion is critical for achieving this goal.
That's the only way to achieving smart
factory goals such as improving resil-
ience, increasing agility, and shorten-
ing time to market. Smart factories
utilize cutting-edge technologies to
optimize production, decrease wast-

age, and improve product quality.
They offer flexibility to quickly adapt
to shifting market needs, aiming to
achieve automation, intelligence, and
agility in production processes for
higher productivity, lower costs, and
better products.

Smart factory framework
Smart manufacturing enables manu-
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facturers to monetize their data and
algorithms by adopting digital tech-
nologies to develop new revenue
streams. Successful manufacturers
automate decision-making pro-
cesses and manage assets carefully
to achieve operational excellence
and agility while maintaining strong
relationships with customers and sup-
pliers. Follow the below framework to
achieve success.

In order for businesses to gain
insight into their operations and
pinpoint areas for development, the
smart factory framework needs to be
connected to the same value chain. As
a result, they may eventually become
more profitable and more competi-
tive. A smart factory's value chain is
made up of a number of phases, each
of which is essential to the production
process as a whole. Manufacturers
can boost productivity, cut expenses,
and enhance customer satisfaction
by utilizing cutting-edge technologies
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and optimizing each step of the value
chain. As shown below.

Establishing KPI targets, tracking
KPIs, and constantly improving the
value chain based on KPI data are all
steps in the process of connecting
the value chain of a smart factory with
KPIs. Smart factories can identify areas
for growth and make data-driven
decisions to optimize the production
process, increase productivity, lower
costs, and boost customer satisfaction
by monitoring and analyzing the KPIs
listed below.

Given its potential to help busi-
nesses succeed and stay competitive
in today's fast-paced environment,
smart factory is becoming more and
more important in the manufactur-
ing sector. Manufacturers can boost
productivity, raise product quality,
give customers a better experience,
streamline their supply chains, and
gain a competitive edge by adopt-
ing smart factory initiatives. Aligning

initiatives with business goals, creat-
ing a thorough strategy, prioritizing
initiatives, utilizing existing technology
investments, and tracking success are
all necessary for maximizing ROl for
smart factories.

A strategic approach is
needed
IT decision makers can ensure that
their companies are maximizing their
investments in smart factories and
remaining competitive in today's
fast-paced business environment by
following the value chain and frame-
work outlined above. Smart factory
implementation success requires a
strategic approach that includes eval-
uating the current state of the busi-
ness, choosing the best technologies
to implement, developing a detailed
plan, putting the technologies into use
and testing them, and monitoring and
evaluating the outcomes. Manufactur-
ing businesses can increase efficiency,
productivity, and quality control while
lowering costs and maintaining com-
petitiveness in today's rapidly chang-
ing technological environment by
adhering to these crucial steps.

In a nutshell, a smart factory func-
tions like a symphony orchestra,
with each instrument being a piece
of machinery or equipment, and the
director being cutting-edge technology.
The machines communicate with one
another and adjust their performance
in perfect unison to produce a flawless
final result. Artificial intelligence and
other cutting-edge technologies serve
as the conductor, guiding and directing
the production process to ensure that
each note is performed precisely and
each beat is timed exactly. The result
is @ manufacturing masterpiece where
quality, productivity, and efficiency all
work together to produce something
incredibly magnificent. m

The author is a Senior
Consultant at Cognizant
MLEU Consulting,

and was recognized as
a Next100 Winner
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Safeguarding Digital
Transformation: The Crucial
Role Of Cybersecurity

The role of cybersecurity in protecting sensitive data,
preventing unauthorized access, and thwarting cyber
threats has become paramount

n today's rapidly evolving world,
where smart devices reign

supreme and customer prefer-
ences continuously shift, digital
transformation has emerged as

the cornerstone of business success.

However, amid the excitement and
promise of this transformative jour-

By Abhay Dhasmana

ney, one aspect cannot be overlooked:
cybersecurity. Its role in protecting
sensitive data, preventing unauthor-
ized access, and thwarting cyber
threats has become paramount. This
article delves into the significance of
cybersecurity within the realm of digi-
tal transformation, highlighting its cru-

cial role in safeguarding organizations
and individuals alike.

The rising stakes: protecting
sensitive data

As the volume of personal and confi-
dential data stored online skyrockets,
cybersecurity measures are no longer
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Businesses that rushed into adopting

digital transformation without giving
cybersecurity measures priority frequently
discovered this the hard way by suffering the
damaging effects of hacks.
I

optional but imperative. Ensuring the
security of this data is particularly
crucial for businesses that handle
sensitive customer information, such
as financial or health data. Unauthor-
ized access or breaches could have
dire consequences, including reputa-
tional damage and legal ramifications.
Therefore, robust cybersecurity proto-
cols stand as the first line of defense
in the battle against ever-evolving
cyber threats.

Preserving system integrity
and privacy

Digital systems lie at the heart of any
successful digital transformation.
Cybersecurity plays a pivotal role in
maintaining the integrity of these
systems, ensuring that they remain
free from tampering or compromise.
Furthermore, as the internet of things
(IoT) proliferates, individuals are
becoming increasingly interconnected
with various devices that collect and
store their personal data. By imple-
menting robust cybersecurity mea-
sures, organizations can safeguard
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this data, protecting the privacy of
individuals and preserving their trust.

From boardrooms to breach
realities

Cyber threats have grown in frequency,
complexity, and target-oriented nature.
Consequently, cybersecurity has
transcended its status as a technical
concern to become a board-level issue
for organizations undertaking digital
transformation initiatives. The pan-
demic-induced shift to remote work
and the subsequent rapid adoption of
new technologies further emphasized
the importance of cybersecurity. Orga-
nizations that hastily embraced digital
transformation without prioritizing
cybersecurity measures often learned
the hard way, experiencing the devas-
tating effects of breaches. However, it's
never too late to act.

A chance for redemption
Organizations that rushed into digi-
tization without adequate protection
need not despair. By involving their
cybersecurity teams and implement-

ing proper security systems, these
businesses can mitigate existing risks
and prevent further damage. Pro-
active cybersecurity measures are
essential in preventing cyber-attacks
and ensuring the uninterrupted avail-
ability of digital systems. Remember,
investing in digitalization without solid
cybersecurity practices is akin to con-
structing a house without a founda-
tion - a recipe for disaster.

Navigating the third-party
conundrum

With digital transformation gaining
momentum, organizations increas-
ingly rely on third-party entities to
power their initiatives. Cloud provid-
ers, robotics, process automation,
and loT solutions have become crucial
components of the digital landscape.
However, the ease with which non-IT
business units adopt these technolo-
gies has given rise to shadow IT, mak-
ing it exponentially harder to assess
an organization's risk profile. Without
robust third-party/vendor risk man-
agement programs, the potential risks
can outweigh the benefits. Therefore,
maintaining a strong cybersecurity
posture when engaging with third par-
ties is paramount.

Conclusion

As organizations continue to embrace
the winds of digital transformation,
they must recognize that cybersecu-
rity is not an afterthought but an inte-
gral part of the journey. By prioritizing
cybersecurity measures, businesses
can safeguard their digital assets, pre-
vent unauthorized access, maintain
system integrity, and protect individual
privacy. The road to successful digital
transformation lies in merging innova-
tion with cybersecurity, allowing orga-
nizations to soar to new heights while
keeping their operations secure. m

The author is

a 2021 Next100
Winner and currently
serves as a senior
consultant at HCL
Technologies
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Developing Digital Skills Ana
Talent To Drive Change

People, product, prototype, process, and performance
are the 5Ps of transformation journey

n this fast-changing technologi-

cal landscape, we are witnessing

organizations at all scales and lev-

els undertaking transformational

journeys. Every organization today
realizes the potential and prospect
of innovation, speed, and scale. To
outgrow the competition, one needs
to keep evolving and offering better
products, services, and solutions than

By Hitesh Bajaj

ever before. This entails changes at
various levels in the organization -
technology, people, process, product,
pricing, and performance.

These changes lead to companies
taking up more and more transfor-
mation programs. The core objective
of these programs is for compa-
nies to improve their productivity,
efficiency, automation, reporting,

real-time data, decision-making, and
faster go-to-market.

Transformation strategy

A well-defined transformation strat-
egy is key before undertaking such
an engagement. Such a strategy
should involve the current state and
how companies intend to move to

a future-ready state. More impor-
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tantly, companies should know what
skills, capabilities, and organizational
changes are needed to move to that
future state. This transformation strat-
egy should then lead to an effective
tactical roadmap and detailed opera-
tional plan.

A transformation journey is always
an experience-changing journey and
multiple factors and facets come into
play. These include the 5 P's - people,
product, prototype, process, and per-
formance. While each one of these
five is important, they must balance
each other out to produce a long-
term, sustainable, and robust equilib-
rium for an Organization.

A company has to invest time, effort,
money, and other resources to build
these 5Ps that essentially form key pil-
lars of any transformation journey.

Getting a buy-in: Any change that
involves moving from the current state
to the future state, or in other words
transformation, includes people at the
center of such a change. Hence, buy-
in from People is so crucial to ensure
they support such a transformation
engagement. This may not be as easy
as it sounds. When people are used to
doing certain things in the same fash-
ion for many years, having them shift
or adapt to a new change may be a
challenging undertaking. This requires
building and delivering an

Organizational Change Manage-
ment (OCM): Simply put, companies
need to come up with communication,
alignment, and messaging mechanisms
to help people see the big picture while
addressing any concerns or questions
they may have. Thrusting a Trans-
formation change on People seldom
works. It is vital to convey to your work-
force the key objectives, short-term
and long-term benefits, and a clear
roadmap so they see the same ben-
efits as the Leadership team would.

Let's remember - when the trans-
formation does complete, it is your
“People” who will work and deliver for
you using the new changes. Hence,
for transformation to be successful,
getting your people onboard with
you will be the key. Also, note that
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not 100% of people may understand
the benefits of Transformation right
away. This is where communication,
guiding, and enabling the workforce
are so important.

Building the required skills
and capabilities

Now that you have the Workforce
understand the benefits of transfor-
mation and you are ready to embark
on that journey, the next step is to
“enable” your workforce. This involves
having opportunities to build skills,
capabilities, and talent, and providing
training platforms for the workforce.

Some of the steps and
methods to enable your
workforce

I. Function and skillset mapping -
Undertake an exercise to map your
people based on the Functions/
Groups/Departments they work in and
the current skillsets they possess

1. Identify gaps/opportunities
- With the mapping exercise above,
identify what Gaps will arise when the
transformation is complete. These
gaps could include a lack of resources,
lack of skillsets, knowledge, access to
tools, etc.

Ill. Fitment mapping - Now that
you have done the Function mapping
and identified the gaps, the next stage
includes identifying the resources that
will have the highest impact or will
be directly involved with the transfor-
mational changes. This is called “Fit-
ment Mapping". If required, you can
also assign Ratings on a scale of 1 to
100 to identify people in the highest
impact bucket or category

IV. Building digital skills and
capabilities - Devise various training
opportunities for your workforce to
acquire the required digital skillsets
and capabilities. These include, but
are not limited to -

m User guides or digital online copies
m Frequently asked questions (FAQs)
guide

Instructor-led training classes
Virtual training classes

Open forum/all-hands call

m Question and answer (Q&A) ses-
sions

V. Training classes - Plan for both
Instructor-led and Virtual training pro-
grams that will focus on specific digital
skills, products, and processes. If you
have a geographically diverse workforce
and if you have the required resources
to do so, such training programs can be
conducted in multiple languages aimed
at such a diverse workforce

VI. Flight simulator - If possible,
build a Flight Simulator environ-
ment where People can practice and
simulate various scenarios, and situ-
ations, and get real-time first-hand
experience with the new system, tool,
or technology. This will help build
confidence in your People by getting
them to know the new or future-state
environment a little better

VII. Subject champions/subject
matter experts - Within the group,
identify the individuals/teams that can
act as go-to persons/team for the rest
of the people to get more insights into
the system, tool, or technology

VIIl. Feedback mechanism - Build
a Feedback mechanism where People
can anonymously rate the new sys-
tem, tool, or technology and provide
any insight or feedback. Encourage
both positive as well as constructive
criticism as both are required to know
and judge how the transformation is
being perceived. This will help you act
on areas where further improvements
are needed.

Lastly, companies should encour-
age a culture where continuous
improvements are seen positively
and the ones that warrant changes
are adapted and implemented for
companies to be more productive
and efficient in the long run given the
resources at the company’s disposal
and within the boundaries of the
defined transformation charter. m

The writer of this
article is a Project
Director at Infor and
was honored with
the Next100 2022
award.
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5G for Enterprises: A
Comprehensive Overview Of The
Future Of Wireless Networks

A quick guide covering key features of 5G, its architecture,
the challenges to its implementation, and the various use
cases and impacts of this ground-breaking technology.

By Dr. Satish S. Doiphode

G is the latest and most communicate, work, and live. With the world as we know it. In this article, we

advanced wireless network ability to connect billions of devices, will explore the key features of 5G,

technology to date. It prom- enable new forms of entertainment, its architecture, the challenges to its

ises to bring faster speeds, and power emerging technologies implementation, and the various use

lower latency, and greater like autonomous vehicles and smart cases and impacts of this ground-
connectivity, transforming how we cities, 5G can potentially change the breaking technology.
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From radio waves to 5G:
A brief history of wireless
networks
The history of wireless networks can
be traced back to the early 1900s
when radio waves were first used to
transmit messages across distances.
The first commercial wireless com-
munication system was introduced
in 1921 by Western Electric and
AT&T, which enabled voice commu-
nication over long distances using
analog technology.

The evolution of wireless networks

continued with the introduction of the

first-generation (1G) networks in the
1980s, followed by the second-gener-
ation (2G), third-generation (3G), and

fourth-generation (4G) networks. Each

generation brought advancements in
technology, capacity, and services.

The era of 5G: key features
and capabilities

Today, we are on the cusp of the fifth
generation of mobile networks, or
5G, which promises to be even faster,
more reliable, and more flexible than

its predecessors. Let's explore the key

features of 5G:
m High speed: 5G networks can

deliver significantly faster download

and upload speeds than previous
generations of wireless networks.
5G can achieve up to 20 Gbps
speeds, roughly 20 times faster
than 4G.

m Low latency: 5G networks offer
much lower latency than previous
generations of wireless networks.
Latency is the time it takes for a
signal to travel from one device to
another. With 5G, latency can be

reduced to as little as 1 millisecond,

which is almost instantaneous.
m Massive connectivity: 5G net-
works can support a much larger

number of devices and connections

than previous generations of wire-
less networks. This is essential for
the Internet of Things (loT), which
requires billions of devices to be
connected to the Internet.

m Network slicing: 5G networks
can be divided into multiple virtual
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As the deployment
of 5G networks
continues, we can
expect to see many
new and innovative
use cases emerge,
leading to a
more connected,
efficient, and
sustainable future.

networks, each with specific charac-
teristics, to support different appli-
cations and services.

Edge Computing: 5G networks can
support edge computing, which
allows data processing to occur
closer to the data source. This can
reduce latency and improve the
performance of applications that
require real-time data processing.
Improved energy efficiency: 5G
networks are designed to be more
energy-efficient than previous
generations of wireless networks,
essential for supporting a growing
number of connected devices and
reducing the environmental impact
of wireless networks.

The architecture of 5G:
components and technologies
The 5G architecture consists of three
main components: the User Equip-
ment (UE), the Radio Access Network
(RAN), and the Core Network. Let's
take a closer look at each component:
m User equipment (UE): The UE

includes all the devices that con-
nect to the 5G network, such as

smartphones, tablets, 10T devices,
and more. These devices communi-
cate with the network through
the RAN.

m Radio Access Network (RAN): The
RAN is responsible for connect-
ing the UE to the core network. It
includes base stations, antennas,
and other equipment that transmit
and receive wireless signals.

m Core Network: The Core Network
is the backbone of the 5G network.
It handles authentication, billing,
routing, and connecting to external
networks. It also enables network
slicing and edge computing.

Overcoming challenges:
Implementing 5G networks
Implementing 5G networks comes
with its own set of challenges. Some of
the key challenges include:

m Infrastructure Deployment: Build-
ing the necessary infrastructure for
5G networks, including installing
new base stations and upgrading
existing infrastructure, requires
significant investment and coordi-
nation between network operators
and government entities.

m Spectrum Allocation: 5G networks
require access to a wide range
of radio spectrum to deliver their
promised speeds and capacity. Allo-
cating and managing the spectrum
is a complex task that involves coor-
dination between regulatory bodies
and network operators.

m Security and Privacy: With the
increasing number of connected
devices and the transfer of sensi-
tive data over 5G networks, ensur-
ing the security and privacy of the
network becomes crucial. Network
operators and device manufactur-
ers need to implement robust secu-
rity measures to protect against
cyber threats.

m Interoperability and Standard-
ization: Global standards need to
be established to ensure seamless
connectivity and interoperability
between different 5G networks
and devices. This involves col-
laboration between industry



stakeholders and standardiza-
tion organizations to develop and
adopt common protocols.

Exploring the use cases of 5G

The potential applications and use

cases of 5G are vast and varied. Here

are some of the areas where 5G is

expected to make a significant impact:

m Industry transformation: 5G tech-
nology has the potential to trans-
form a wide range of industries,
including healthcare, manufactur-
ing, transportation, and energy. By
enabling new use cases such as
remote monitoring, autonomous
vehicles, and predictive mainte-
nance, 5G networks can improve
efficiency and productivity in these
industries, leading to cost savings
and increased innovation.

m Communication: 5G networks can
enable new forms of communica-
tion, such as high-quality video
conferencing and virtual and aug-
mented reality experiences. These
technologies have the potential to
improve communication and col-
laboration across distances and
enable new forms of remote work
and education.

m Entertainment: 5G networks can
enhance the delivery of enter-
tainment and media content by
enabling ultra-high-definition
streaming, immersive virtual and
augmented reality experiences, and
real-time multiplayer gaming. These
technologies can provide consum-
ers with new and engaging ways to
consume content.

m Smart cities: 5G technology can
enable the development of smart
cities, where infrastructure and ser-
vices are connected and optimized
for efficiency and sustainability. By
enabling real-time monitoring and
control of traffic, energy, and other
systems, 5G networks can reduce
congestion and pollution, improve
safety, and enhance the quality of
life for citizens

m Economic Growth: 5G technology
has the potential to drive economic
growth by enabling new industries
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and business models. By creating
new use cases and applications, 5G
networks can stimulate innovation
and entrepreneurship, leading to
job creation and economic growth.
The impact of 5G technology is likely
to be far-reaching and transformative.
By enabling new forms of communica-
tion, enhancing entertainment experi-
ences, and transforming industries,
5G networks have the potential to
reshape society in significant ways.
As the deployment of 5G networks
continues, we can expect to see many
new and innovative use cases emerge,
leading to a more connected, efficient,
and sustainable future.

What's ahead

The future of 5G technology is excit-

ing, with many emerging trends

and technologies that are likely to

shape its development in the years to

come. Here are some of the key areas
to watch:

1. Expanded coverage: As 5G net-
works continue to be rolled out
around the world, we can expect
to see expanded coverage in both
urban and rural areas. This will
enable more people to take advan-
tage of the high-speed connectivity
and low latency of 5G networks.

2. Increased adoption: With the
growing availability of 5G-enabled
devices, we can expect to see
increased adoption of 5G technol-
ogy in both consumer and enter-
prise applications. This will create
new opportunities for innovation
and entrepreneurship, as busi-
nesses and individuals explore new
use cases and applications for
5G networks.

3. Edge computing: One of the
emerging trends in 5G technology
is the use of edge computing, which
involves processing data closer to
the source rather than sending it
to a centralized server. This can
reduce latency and improve the
performance of applications that
require real-time processing, such
as autonomous vehicles and aug-
mented reality experiences.

10

4. Virtualization: Another emerging
trend in 5G technology is network
virtualization, which involves creat-
ing virtual networks that can be
dynamically configured and man-
aged. This can improve the scal-
ability and flexibility of 5G networks,
enabling them to support a wide
range of use cases and applications.

5. Integration with other technolo-
gies: 5G technology is likely to be
integrated with other emerging
technologies, such as artificial intel-
ligence and the Internet of Things
(IoT). This will create new opportu-
nities for innovation and enable the
development of new applications
and services that are more intel-
ligent and responsive.

Overall, the future of 5G technology
is bright, with many exciting trends
and technologies that are likely to
shape its development in the years to
come. As the deployment of 5G net-
works continues, we can expect to see
many new and innovative use cases
emerge, leading to a more connected,
efficient, and sustainable future.

Conclusion

5G represents a significant leap for-
ward in wireless network technology,
offering unprecedented speeds, low
latency, massive connectivity, and a
multitude of new possibilities. While
there are challenges to overcome, the
potential benefits of 5G are immense,
ranging from enhanced mobile
experiences to powering emerging
technologies like 10T, autonomous
vehicles, and smart cities. As 5G con-
tinues to roll out across the globe,

it holds the promise of reshaping
society, driving economic growth, and
paving the way for a more connected
and innovative future. m

The author of this
article is currently
working as the Vice
President of RPMG - IT
and Automation at
Reliance Industries
Limited, and a recipient
of the Next100 2022 Award.
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What The Future Holds For
Cloud Computing: Exciting
Trends And Transformations

Cloud computing has already revolutionized businesses,
but what does the future hold for this dynamic technology?

irst, let's talk about the new
norms in cloud computing:
hybrid and multi-cloud. A
hybrid cloud combines the
best of both private and public
cloud environments, enabling organi-
zations to harness the scalability and
cost-effectiveness of the public cloud
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By Jayesh Maduskar

while retaining control over their
data and applications. As businesses
increasingly move their workloads to
the cloud, hybrid cloud solutions will
become the standard.

But that's not all. Businesses are
now using multiple public and private
clouds to meet their specific needs,

creating a diverse cloud landscape.
However, the hybrid cloud is not going
away anytime soon. The hybrid cloud
will become even more common as
businesses move their workloads to
the cloud. So, what will be the future
of cloud storage and security? It will
likely be a mix of hybrid and multi-



cloud deployments as businesses
seek to find the right balance of agility,
flexibility, security, and control.

Now, let's delve into an exciting
concept: serverless computing. In this
model, cloud providers dynamically
allocate compute resources and stor-
age based on the specific code being
executed, charging users only for what
they need. Servers are still in the mix,
but the provider handles all the provi-
sioning and maintenance. While still in
its early stages, serverless computing
shows promise as a scalable and cost-
effective solution for running cloud-
based applications.

But wait, there's more! Artificial
Intelligence (Al) and Machine Learning
(ML) are already making their mark
in cloud computing, offering intel-
ligent services like chatbots, predictive
analytics, and fraud detection. In the
future, Al and ML will further integrate
into the cloud, providing even more
advanced services such as autono-
mous systems and intelligent automa-
tion. Brace yourself for an era where
cloud computing becomes smarter
than ever before. According to IDC, by
2024, a staggering 75% of enterprises
will embed Al functionality into their
business applications.

Of course, as more data and appli-
cations migrate to the cloud, data
privacy and security concerns will con-
tinue to grow. Ensuring robust data
protection and mitigating the impact
of disruptions like outages or natural
disasters are top challenges for the
cloud computing industry. However,
with the rapid advancement of cloud
security features, businesses can rest
assured that their data is well-pro-
tected. According to a report by Gart-
ner, by 2023, customer errors will be
responsible for 99% of cloud security
failures, highlighting the importance
of user responsibility in safeguarding
cloud environments.

In the face of adversity, the cloud
shines as a superhero in disaster
recovery. With its flexibility, scalabil-
ity, and reliability, cloud computing
ensures uninterrupted access to data
and operations even during natural
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The future of cloud computing is an

exciting one, with trends like hybrid and
multi-cloud, serverless computing, Al and ML
integration, and heightened cloud security

shaping the landscape.
I

disasters or power outages. It's a life-
line that keeps businesses afloat in
turbulent times.

As cloud computing becomes
increasingly competitive, we can
expect to witness an ongoing price
war among providers. Consumers will
reap the benefits as service prices
continue to drop, making cloud
solutions more accessible than
ever before.

But as cloud services become
more pervasive, increased regulation
is on the horizon. Stricter guidelines
around data privacy, security, and
other related issues will protect users'
rights and hold providers accountable
for their actions. It's a step towards
a more responsible and transparent
cloud industry.

In conclusion, the future of cloud
computing is an exciting one, with
trends like hybrid and multi-cloud,
serverless computing, Al and ML inte-
gration, and heightened cloud security
shaping the landscape. Organiza-
tions must stay ahead of the curve to
remain competitive and leverage the
transformative power of cloud com-
puting. The journey has just begun,
and the possibilities are limitless. m

The author is a
recipient of the
prestigious Next100
award, currently
working as Principal
Solution Architect-
Oracle Cloud Presales.
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How To Build Digital
Skills And Talent To Support
Transtormation

Finding and retaining digital talent is a significant
challenge, with the demand for digital skills outpacing
the supply of qualified professionals

n today's rapidly evolving digital
landscape, businesses face the
ongoing challenge of staying
ahead of the curve and remaining
competitive. The key to achieving
success in the digital age is to have
a workforce that is equipped with
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By Rahul Rai

the right skills and expertise to drive
transformation. However, finding and
retaining digital talent is a significant
challenge, with the demand for digital
skills outpacing the supply of quali-
fied professionals. So, what's the best
way out?

Upskilling: Empowering
employees for digital
transformation

Upskilling is an essential element of
building digital skills within the work-
force. It involves training employees
to acquire new digital skills that are



relevant to their roles and the com-
pany's goals. Upskilling is a cost-effec-
tive way to build digital capabilities
within the organization, as it reduces
the need for hiring new talent and
can be customized to the specific
needs of the business. Whether
through online courses or on-the-job
training, upskilling provides flexibility
for employees to acquire the skills
they need to succeed in the digital
age. According to McKinsey & Com-
pany, 87% of companies consider
upskilling a crucial component of
their workforce strategy, highlighting
its significance in driving digital trans-
formation and innovation.

Apprenticeships: nurturing
digital talent for the future
Apprenticeships offer an effective way
to build digital skills and talent within
the workforce. By hiring and training
individuals seeking to acquire new
skills and gain experience, companies
can develop a pipeline of talent ready
to support digital transformation.
Apprenticeships can be tailored to the
specific needs of the business, provid-
ing a unigue opportunity for employ-
ees to learn on the job while earning
a wage. This approach also promotes
diversity and inclusion, as it opens
doors for underrepresented groups to
develop digital skills and contribute to
the digital landscape.

Cultivating a culture of
learning and development
Creating a culture of learning and
development is a critical element

in building digital skills and talent
within the workforce. This culture
encourages employees to continu-
ally develop their skills and acquire
new knowledge, fostering innovation
and agility. Offering access to online
courses, conferences, workshops, and
encouraging employees to experiment
with new technologies and share
their knowledge can help establish

a culture of continuous learning. By
doing so, companies promote innova-
tion, increase employee engagement,
retention, and productivity.
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Digital talent
development
is facilitated
by offering
opportunities
{8
development and
gaining priceless
experience,
as well as by
encouraging staff
to take on new
challenges and
experiment with
cutting-edge
technologies.

Embracing agility: developing
digital talent for the future
The rapidly changing nature of the
digital landscape presents a chal-
lenge in building digital skills and tal-
ent within the workforce. To address
this challenge, companies must focus
on developing digital talent that is
agile, innovative, and adaptable. Soft
skills such as critical thinking, creativ-
ity, and collaboration play a crucial
role in driving innovation and solving
complex problems in the digital age.
Encouraging employees to take on
new challenges, experiment with new

technologies, and providing opportu-
nities for skill development and gain-
ing valuable experience contribute to
the growth of digital talent.

Conclusion

Building digital skills and talent within
the workforce is a critical component
of success in the digital age. By invest-
ing in upskilling, apprenticeships, and
fostering a culture of learning and
development, companies can bridge
the skills gap and ensure that their
employees are equipped to drive digi-
tal transformation and innovation. It is
also essential for companies to regu-
larly assess and evaluate the effective-
ness of their digital skills development
initiatives. Feedback mechanisms such
as surveys, performance evaluations,
and regular check-ins can help identify
gaps, measure progress, and make
necessary adjustments to the training
and development programs. By con-
tinuously improving and refining their
digital skills strategies, companies can
ensure that they are effectively building
the talent and capabilities needed to
support ongoing digital transformation.

Embracing agility and focusing
on the development of soft skills
further prepares the workforce to
thrive in the rapidly changing digital
landscape. In a world where digital
skills are in high demand, building a
digitally skilled and talented workforce
is essential for businesses to remain
competitive and future-ready.

By investing in these strategies and
creating a supportive environment for
continuous learning and development,
companies can cultivate a digitally
skilled and empowered workforce that
is capable of driving innovation, adapt-
ability, and long-term success in the
digital era. m

Rahul Rai, the author
of this article, is a
Next100 Winner of
2018 and currently

: working as Global
/ Service Management
a2 WS [cader and ERP

Projects at Syngenta Group.
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Effective Strategies For
Achieving Al Success: A Guide
To Best Practices

Unleash the potential of artificial intelligence by
implementing proven strategies that lead to remarkable
outcomes and transformative advancements

By Sanjay Chhokra

rtificial Intelligence (Al) grating Al and digital technologies

and digital transforma- into their operations. While embark-

tion have become pivotal ing on the digital transformation

forces reshaping the journey may seem daunting, the

business landscape. To potential rewards are immense. Al, as
thrive in the digital age, companies a critical component, plays a key role
must acknowledge these trends and in ensuring the success of this trans-
develop effective strategies for inte- formation. Therefore, understanding
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the best strategies for harnessing Al
becomes crucial.

Develop a clear vision

A clear vision is a foundational step
toward achieving a successful digital
transformation. It involves identi-
fying the areas of your business



that can benefit from Al and digital
technologies. By carefully examining
your objectives and challenges, you
can set clear goals that align with
your long-term vision. This clarity of
purpose serves as a guidepost for
the entire transformation process,
providing direction and ensuring
that efforts are focused on achieving
meaningful outcomes.

Take a customer-centric
approach

In the digital era, customer experience
is paramount. Companies prioritizing
the customer experience are more
likely to succeed in the long run. Al
and digital technologies offer power-
ful tools for enhancing the customer
experience by providing personalized
services and recommendations. Busi-
nesses can gain deep insights into
customer preferences, behaviors, and
needs by leveraging Al's capabilities,
such as data analysis and machine
learning algorithms. This knowledge
allows for tailored experiences, foster-
ing more robust customer relation-
ships and driving business growth.

Invest in talent

Al and advanced innovations require
specialized expertise that may be
limited within your workforce. Invest-
ing in talent is crucial for successful
digital transformation. Consider hiring
experts in Al and digital technolo-
gies or providing training to upskill
your current employees. Building a
future-proof digital team equipped to
meet the evolving demands of digital
transformation is critical. Additionally,
technical expertise and digital skills
are necessary for developing and
maintaining the Al-driven technologies
that will fuel your digital transforma-
tion journey.

Embrace data-driven decision
making

Data analytics plays a pivotal role in
driving successful digital transforma-
tion. Al and digital technologies gen-
erate vast amounts of data that can
be utilized to inform decision-making
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Businesses can

use Al's capabilities,
such as data
analysis and
machine learning
algorithms, to
obtain deep insights
into customers'
preferences,
behaviors, and
demands.

processes. By harnessing the power
of data analytics, businesses can gain
valuable insights into customer behav-
ior, market trends, and operational
efficiencies. These insights empower
organizations to make informed deci-
sions, optimize business processes,
and identify new opportunities for
innovation and growth.

Collaborate with partners
Digital transformation is a multifac-
eted endeavor that often requires
expertise from various domains.
Collaborating with strategic partners
such as technology vendors, service
providers, and industry specialists
can significantly enhance your digital
transformation strategies. Partner-
ships enable businesses to access
specialized knowledge, resources,
and technologies that accelerate the
implementation of digital solutions.
By leveraging the collective expertise
of external collaborators, companies
can overcome challenges more
effectively and achieve transforma-
tional outcomes.

Be agile

In the rapidly evolving digital land-
scape, agility is essential. Companies
must be adaptable and open to
change, ready to pivot strategies and
embrace emerging technologies. An

ClOs

agile mindset allows organizations

to respond quickly to market shifts,
customer demands, and technological
advancements. By staying proactive
and continuously monitoring the digi-
tal landscape, businesses can seize
new opportunities, stay ahead of com-
petitors, and drive innovation within
their industries.

Prioritize security and privacy
As Al and digital technologies become
more prevalent, ensuring security and
privacy is paramount. These technolo-
gies can introduce potential risks if
not managed effectively. To mitigate
these risks, organizations must priori-
tize security by implementing robust
measures to protect data and sys-
tems. Compliance with data protec-
tion regulations is crucial to maintain
customer trust and safeguard privacy.
Transparency in communicating data
usage and handling practices builds
confidence and fosters more robust
relationships with customers.

Conclusion

By implementing these strategies,
businesses can effectively integrate

Al and digital technologies into their
operations, driving successful digital
transformation. Developing a clear
vision, prioritizing the customer expe-
rience, investing in talent, leveraging
data analytics, collaborating with
partners, embracing agility, and pri-
oritizing security and privacy are the
critical pillars for achieving long-term
success in the digital age. With a stra-
tegic approach and a commitment to
innovation, organizations can navigate
the complexities of digital transforma-
tion and unlock the full potential of Al,
leading to enhanced competitiveness
and sustainable growth. m

The author of this
article is a recipient of
the Next100 award in
2013 and currently
working as Head- IT
for Nirmal Mission For
Vision Society.

APRIL-MAY-JUNE 2023 | ITNEXT | 33



P

NEXTIOO WINNERS'SPECIAL

140084001 0101070 L.
L@ ST |

—ee D

he threat landscape for

cybersecurity is constantly

evolving. Staying ahead of

potential risks and threats

has become a top priority for
organizations and technology heads.
However, it's not so easy. In recent
years, we have witnessed an increase
in the number and severity of cyber-
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attacks, with cybercriminals becom-
ing more sophisticated and better
equipped with the modern tools and
techniques needed to infiltrate net-
works and steal sensitive information.

In this article, we will explore some
cybersecurity trends and predictions
that will likely shape the threat land-
scape 2023 and beyond.

Rise in Ransomware
Ransomware attacks have become

a serious concern over the past few
years, and the frequency and sever-
ity of these attacks continue to rise.
According to CERT-IN, India's national
cyber agency, India witnessed a 53%
increase in ransomware incidents
(yer-over-year) in 2022. Ransom-



ware attacks are being launched by
cybercriminals to disrupt the critical
infrastructure and services of organi-
zations to extract ransom payments.
Organizations of all scale are under
severe pressure to combat these
threats and at times even with the
best of solutions, there is no guaran-
tee that they will not be affected by
the Ransomware attacks.

In 2021, we witnessed high-profile
ransomware attacks on major com-
panies, including the Colonial Pipeline
and JBS Foods attacks. These incidents
warn that ransomware attacks can
cause severe damage and underline
the importance of robust cybersecu-
rity measures in place.

Internet of Things (loT)
Security
The Internet of Things (IoT) is expand-
ing rapidly, with an estimated 21
billion loT devices worldwide. With
trailblazing wireless technologies such
as 5G and 6G changing the way we
connect with our devices; organiza-
tions will have to evaluate their exist-
ing infrastructure and how well it has
been designed to meet their future
business needs. Among all concerns,
security has been a significant con-
cern for cybersecurity experts. Many
loT devices are vulnerable to cyberat-
tacks, and in 2023, we can expect to
see an increased focus on loT security,
with device manufacturers and cyber-
security companies working together
to create more secure loT devices.
Addressing loT security requires a
comprehensive approach that encom-
passes rigorous device authentication,
encryption protocols, and continuous
monitoring to detect and mitigate
potential threats.

Artificial Intelligence (Al) and
Machine Learning (ML)

Al and ML have been game-changers
for the cybersecurity industry, allow-
ing experts to analyze vast amounts
of data and detect potential threats.
However, cybercriminals also use Al
and ML to their advantage, creating
sophisticated attacks that bypass
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traditional cybersecurity measures. In
2023, we can expect to see a contin-
ued focus on Al and ML cybersecurity
solutions, with cybersecurity experts
using these technologies to stay
ahead of the game.

Cloud Security

Cloud computing has transformed
the way we store and access data,
but it has also created new cyber-
security challenges. As more and
more companies move their data and
applications to the cloud, cybersecu-
rity experts must adapt their strate-
gies to protect against cloud-based
threats. In 2022, we can expect to
see a greater focus on cloud security,
with companies investing in more
advanced security measures to pro-
tect their cloud-based assets.

The Cybersecurity talent
shortage

The cybersecurity industry is experi-
encing a significant talent shortage,
lacking skilled workers to fill open
positions. This shortage will con-
tinue in 2023, with an estimated 3.5
million unfilled cybersecurity posi-
tions worldwide. We expect to see
increased investment in cybersecurity
training and education programs to
address this shortage. Collaboration
between academic institutions, indus-
try partners, and government entities
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can help bridge the talent gap and
empower cybersecurity professionals
with the knowledge and skills required
to effectively protect digital assets.

Conclusion

As we delve into 2023, several critical
areas will demand heightened atten-
tion and concerted efforts. Firstly,
ransomware attacks are expected to
surge, posing a grave risk to organi-
zations of all sizes. These malicious
campaigns, often accompanied by
extortion tactics, can paralyze essential
systems and compromise critical data.
It is crucial for cybersecurity profes-
sionals to adopt proactive measures,
such as robust backup strategies,
vulnerability patching, and employee
awareness training, to mitigate the
impact of ransomware attacks.

As cybercriminals leverage Al and
ML algorithms to launch sophisticated
attacks, enterprises must develop and
deploy advanced Al-driven solutions
to detect anomalies, identify patterns
of malicious behavior, and fortify
defenses against emerging threats.

Furthermore, with the rapid adop-
tion of cloud computing, ensuring
robust cloud security measures is
paramount. Organizations must pri-
oritize data encryption, multi-factor
authentication, and access controls
to safeguard sensitive information
stored and processed in the cloud.
Implementing comprehensive moni-
toring systems that detect unauthor-
ized access attempts and anomalous
activities is essential to maintaining
data integrity and privacy.

By remaining vigilant and embrac-
ing a multi-faceted approach to
cybersecurity, organizations can miti-
gate the risks posed by the evolving
threat landscape. m

The author of this
article is Group Head of
Information Technology
Ay at Track Components,

- and was honored with

# the Next100 Award

in2022.
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lockchain is the technol-
ogy that creates a ledger of
transactions on the internet
that is secure, tamper-proof,
and easily accessible. It is
one of the newest innovations of the
digital age. Initially, it was developed
for Bitcoin (crypto- currency), but now
it is used universally, whether you are
working in supply chains, manufactur-
ing processes, record management,
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healthcare, retail space, land registra-
tion verifying ownership, loT devices,
public ledger, equity swap or any other
industries. Blockchain could help busi-
nesses in getting a competitive edge
due to its ability to secure and decen-
tralize data has led to its adoption in
business processes, improving effi-
ciency, transparency, and security.
Let's explore the transformative
potential of Blockchain in enterprise

ecosystems, with a specific focus on
its impact on the financial sector.

Efficient and secure payments
Blockchain technology significantly
enhances payment transparency,
efficiency, and security, while reducing
costs for financial services firms and
their users. Previously, it would take
up to a week for payments between
entities to be completed. However,



with blockchain, transactions can

be instantly transferred. Leveraging
digital currencies and distributed
ledger technologies makes payments
faster, cheaper, and more convenient.
Notably, blockchain's ability to secure
transactions is a key benefit. Tradi-
tional asset transfers, such as wire
transfers, are susceptible to fraud
and hacking. In contrast, blockchain
facilitates secure peer-to-peer trans-
actions without the need for interme-
diaries. Transactions are safeguarded
using sophisticated cryptography
techniques, including symmetric and
asymmetric cryptography methods.

Quicker settlement in stock
markets / financials

On February 15th 2023, the Securities
and Exchange Commission adopted
a rule amendment to shorten the
standard settlement cycle for most
routine securities trades from two
business days after the trade date to
one business day after the trade date
(or from "t+2" to "t+1" in common
parlance). Major stock exchanges are
exploring the potential of blockchain
to allow almost immediate stock
settlements by reducing transaction
time and operational cost. NASDAQ
uses blockchain technology to issue
and share private securities, while the
London Stock Exchange is exploring
blockchain opportunities with cross-
industry groups of institutions to
change the way securities are being
traded in Europe.

EKYC - Digital Identity
Verification

Blockchain technology can be used to
create secured digital identities that
can be verified without the need for
intermediaries. This can help reduce
Identity Theft and Fraud, as well as

improve the efficiency of identity verifi-

cation processes.

Supply chain for asset
management

Blockchain technology is also being
used to improve Supply Chain Manage-
ment. It also improves transparency in

INDIA’s
NEXTIOO WINNERS'SPECIAL EUTURE ﬂl ‘

Contracts make
transactions safe and
transparent, removmg
the need for mediators

and enhancing the

ClOs

effectiveness of the clien

onboarding journey.

the supply chain, allowing customers
to trace the origin of the products, they
purchase. Today, the asset manage-
ment and supply chain network largely
focuses on a centralized digital system
that gives real-time visibility of assets
within our systems. The distributed led-
ger concept enables direct trading and
settlements across boundaries, it helps
in reducing cost, increasing data accu-
racy, and reducing delays in processes.
It makes you vulnerable to errors,
frauds and misinterpretation during an
exchange of assets between parties.

Agreement/contracts with
clients

Agreement / contracts are self-exe-
cuting contracts with the terms and
Conditions and in agreement between
buyer and seller being directly written
into lines of code. This means that

the contract automatically executes
when the conditions of the agreement
are met. Contracts enable secure and
transparent transactions, reducing
the need for intermediaries and thus
improving efficiency in business pro-
cess of Client On boarding Journey.

Data management with
regulators

Blockchain technology can help busi-
nesses manage data securely and
transparently, ensuring data accuracy
and compliance with privacy regula-
tions. It offers a decentralized network
that makes it difficult for hackers to
hack, tamper with or steal data. Finan-
cials organizations are using blockchain

to securely store and manage data as
required by regulators for Clients.

Conclusion

The financial services industry is mov-
ing towards Blockchain technology
adoption, it is an innovation that has
revolutionized the global financial
system and making it more secure
and efficient. There are many ways

in which the blockchain technology is
enhancing the global financial service
industry. Its ability to secure transac-
tions and Efficient Payments, improve
supply chain management for Asset
management, EKYC - Digital Identity
Verification, which makes it a valuable
tool for businesses of all sizes.

As blockchain continues to evolve,
we can expect to see more use cases
emerge, further transforming the way
we do business. Itis driving the under
cost and providing further values to the
service seekers. Blockchain technology
is revolutionizing business processes
by improving efficiency, transpar-
ency, and security. The adoption of
blockchain technology in the financial
services industry is still in its infancy.
Future innovations that we anticipate
are interoperability and advancements
in transaction processing. m

The author of this article
is a Next100 2022
award winner and
currently working as
Deputy Vice President-
Operations & IT, Anand
Rathi Enterprise Services
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Privacy Enhancing
Computation

We delve into Privacy Enhancing Computation
in our Navigator MasterClass on Emerging Trends - a
field dedicated to protecting sensitive data during
computing processes.

By Akash Jain
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n the second installment of our

Navigator MasterClass on Emerging

Trends, we explore Privacy Enhanc-

ing Computation, a field of study

that aims to safeguard sensitive
data throughout any computing pro-
cess. This goes beyond conventional
encryption methods. Below are some
of the well-known models within this
scientific discipline:

m Adding random noise to data
before sharing (Differential Privacy);

m Distribute data over multiple
machines/ devices for Machine
Learning (Federated Learning);

m Retrieve information without reveal-
ing its nature or purpose (Private
Information Retrieval);

m Process encrypted data without any
decryption (Homomorphic Encryp-
tion);

m Data shares used by multiple par-
ties without knowing about each
other’s data share (Secure Multi-
Party Computation).

Although the models have existed
for a considerable period, the con-
vergence of numerous factors has
intensified the need for their imple-
mentation. These include concerns
over privacy, security risks, regulatory
scrutiny, widespread availability of
computing resources, and the preva-
lence of ubigquitous computing - which
refers to the seamless integration of
technology into our everyday lives,
allowing us to remain connected
constantly. Before delving further into
the topic, let us first examine some
present-day applications.

Early adopters

Not surprisingly, IT companies were
the early adapters of privacy enhance-
ment advancements. Microsoft used
Homomorphic Encryption for its Per-
sonal Health Information Exchange
Program. It also deployed Homomor-
phic Encryption coupled with Secure
Multi-Party Computation for its tool
“Project WhiteNoise”, targeted towards
data scientists in healthcare and finan-
cial services industries. Google uses
Federated Learning with Homomor-
phic Encryption to analyse data across

millions of devices. It also uses Differ-
ential Privacy to collect data on search
queries and usage patterns.

Apple uses Differential Privacy from
iOS 10 onwards to suggest words and
phrases as users type some text. IBM
used Secure Multi-Party Computation
at MIT Media Lab. MIT itself has devel-
oped a tool called “Falcon” that uses
Homomorphic Encryption and Secure
Multi-Party Computation to execute
computations on sensitive data with-
out revealing the underlying data to
the researchers.

The emergence of these models
into mainstream computing has also
started to solve some prickly prob-
lems in the IT world. As an example,
McKinsey pointed out that the decen-
tralized architecture of Web3 might
put data security/ privacy at risk. At
least two solutions have already been
proposed. In a research paper pub-
lished in Science Direct by a team of

EMERGING TRENDS

Spanish Researchers, the model of
Homomorphic Encryption was com-
bined with Blockchain. An IEEE paper
on the other hand turned the data
sharing problem in industrial loT into
a Machine Learning problem and then
solved it with Federated Learning.

In a modified approach, an article
by Chinese researchers proposed a
model of Differential Privacy in situa-
tions where loT/ Edge Computing is
in location-sharing mode (leading to
private data disclosure). So, it is clear
that privacy-enhancing computation
will change some of the emerging
technologies in how they will eventu-
ally be implemented, especially in the
world of distributed data. A reduced
version of this approach is used by US
Census Bureau while collecting data
where Differential Privacy is deployed.
And it is to be noted that they use
Secure Multi-Party Computation for
data analysis by multiple analysts.

The mainstreaming of privacy consciousness
has motivated many IT departments

to deploy various privacy-enhancing
computation techniques
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Challenges

In a few cases of the emerging tech-
nology landscape, privacy enhance-
ment will create boundaries, an
example being pervasive comput-

ing. This architecture of forever and
everywhere connected is in direct
conflict with privacy enhancement. AN
IEEE paper that examined this issue
suggests that the solution lies in the
restriction of pervasive computing and
stricter privacy regulations.

In any case, the mainstreaming of
privacy consciousness has motivated
many IT departments to deploy vari-
ous privacy-enhancing computation
technigques. Amazon uses Homomor-
phic Encryption during customer data
analysis; European Central Bank used
the same technique while collecting
sensitive data from banks on their
risk exposure. The issue is even more
pronounced in medical research:
International Genomics Consortium”
(IGC), a research organization focused
on studying genetic mutations and
their impact on cancer uses Secure
Multi-Party Computation and UK NHS'
“Data Safe Haven” platform uses the
same model coupled with Differential
Privacy to analyze patient data.

Having said all that, we must rec-
ognize that the biggest challenge in
using privacy-enhancing computa-
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“International Genomics Consortium”(1GC),

a research organization focused on studying
genetic mutations and their impact on cancer
uses Secure Multi-Party Computation and UK
NHS’ “Data Safe Haven” platform uses the
same model coupled with Differential Privacy

to analyze patient data.
I

tion is its complexity. It is just plain
old and hard to comprehend. In

a paper presented at ACM's 2021
CHI Conference on Human Factors
in Computing Systems, the follow-
ing implementation issues were
identified: tractability of a nebulous
concept, usability by developers,
accountability, and explainability.

If one was to explore alternatives,
one can look at the suggestion of an
HP Labs researcher who published
in Cornell University's arXiv. The sug-
gestion was to use trusted computing
with its “root of trust” encompassing
hardware and software. This however
transfers the onus of privacy to hard-
ware from software and is therefore
more cumbersome and expensive. At
best it can be used for high-security

applications; an example is the HSM
(Hardware Security Module) used in
payments processing, which is a black
box used to generate and validate
CWV of credit & debit cards. (By the
way, it can be used for cryptographic
key securitization in any application).
And just a parting thought, it is
a good thing that internet cookies
are on their way out anyways; pri-
vacy-enhancing technologies would
have disallowed them and rendered
them useless. m

The author, Akash Jain, managed large
IT organizations for global players

like MasterCard and Reliance, as well
as lean IT organizations for startups,
with experience in financial and retail
technologies.
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